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PREFACE

PURPOSE:

This Handbook has been developed to provide mylitand law enforcement security
managers, and specialists with a reference of mumerimeter security sensor technologies,
capabilities, limitations, and integration method$he Handbook provides a compendium of
sensor technologies and an explanation of eachnoémyy’'s operating principles and
applications, as well as integration techniques ¢aa be used to enhance perimeter security and
intrusion detection planning.

SCOPE:

Most of the capabilities, sensors and deviceseatly in use in the perimeter security
field are available as Commercial-Off-The-Shelf (T&) products and have been successfully
integrated into a wide range of operating systems.

The data presented in the Handbook has beenctedtio those elements of a security
system that relate to perimeter security and imrusdetection sensor technology. The
Handbook does not include information on computeraccess control equipment nor is it
intended to provide an all-inclusive list of sensoppliers or equipment models.

Although new or improved equipment is continudlgéing developed and introduced into
the marketplace, and a market survey was conductegih attempt to present a balanced
representation of the current state of availabtdhrielogies, the fundamental principles and
applications of intrusion detection have not chang¥irtually all sensors are based on the core
principle of establishing and/or monitoring a noand detecting/signaling a change in the norm,
above or below, or within a preset threshold.

Information included within this Handbook on sgecisensors and manufacturers is
derived from information received in response taeguest for information placed in the
Commerce Business Daily (CBD) on March 7, 1996.e Bpecification and capabilities data
included in Section Three of the Handbook is tHerimation provided by those manufacturers
or vendors who responded to the Commerce Businagg i2quest. This information has not
been altered or edited. The U.S. government diconduct an independent test of any of these
sensor systems and, therefore, does not warraatagiee or endorse any of these devices.
Additional product information may be obtained frame manufacturers listed in Section Four of
the Handbook.

Sensors under development are not included irHamsibook.
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SECTION ONE

INTRODUCTION _

11 GOAL

This Handbook is intended to be used as a semr$ect®n reference during the
design and planning of perimeter security systemiBe Handbook contains a
compendium of sensor technologies that can be tessedhance perimeter security and
intrusion detection in both permanent and temparetallations and facilities.

1.2 ORGANIZATION

The Handbook is organized into four sections. $actOne includes this
Overview of a dozen factors to be considered ptooselecting a suite of perimeter
detection sensors. Section Two consists of arigien of each of the twenty-eight (28)
Detection Sensor technologies discussed in the btaild including Operating
Principles, Sensor Types/Configurations, Applicasiand Considerations, and Typical
Defeat Measures. Section Three (presented in the v@Bion only) contains a
representative compendium of Vendor Information eéshdor the sensor technologies
discussed in Section Two. Section Four contaihstiag of vendors who responded to
the CBD notice and a cross-reference matrix of asns&nd manufacturers. The
Handbook is best used (after a general reviewyebsrring to the Applications Indices
and graphics presented in Section One to determimeh technologies best suit the
User’s needs, and then reviewing the material icti®@ Two and Three which relates to
that technology.

1.3 OPERATIONAL REQUIREMENTS

The application of security measures is tailokedthe needs and requirements of
the facility to be secured. The security approathbe influenced by the type of facility
or material to be protected, the nature of the renment, and the client's previous
security experience and any perceived threat. € lpesceptions form the basis for the
user’s initial judgment, however, these perceptians rarely sufficient to develop an
effective security posture. The nature and temfpactivity in and around the site or
facility, the physical configuration of the facylitomplex to be secured, the surrounding
natural and human environment, along with the flatbns and variations in the weather,
as well as new or proven technologies are all factchich should be considered when
planning a security system.

In addition to the large variety of permanent Feland State facilities located
within the confines of the United States that reggerimeter security, there is a family
of American military, humanitarian, diplomatic apeacekeeping complexes overseas,
many of which, although transitory in nature requardynamic and creative approach to



the challenge of perimeter security. Many of #ehhologies discussed in this handbook
can, with some adaptation, be applied to thesatsius. Typical examples of these
complexes include: logistic depots, ship and aftannloading and servicing facilities,
vehicle staging areas, personnel billeting compeundommunications sites and
headquarters compounds. Although the personnelvahitie screening challenges at
each site will vary with the nature of the envir@mhand the potential threat, the role of
perimeter security will be similar in all cases.

Basically stated, the role of a perimeter secwsyistem is fourfold: deter, detect,
document and deny/delay any intrusion of the ptetkarea or facility. In the case of
American facilities and complexes located in fore@puntries, this challenge is further
complicated when U.S. forces cannot patrol or gifice the environment beyond the
immediate "fenceline”. In situations such as ¢hdgke area within the fenceline (the
Area of Responsibility - AOR), should be compleneehtby an area of security
surveillance beyond the fence, (preferably a cohomitaire) wherein the perimeter, from
an early warning perspective is extended outwaithis is particularly essential in
situations where the host government security forcannot provide a reliable outer
security screen, or the area to be secured abltsiteup industrial, business, public or
residential area.

1.4 SYSTEM INTEGRATION

The integration of sensors and systems is a nalgsign consideration and is best
accomplished as part of an overall system/instatifacility security screen. Although
sensors are designed primarily for either intedoexterior applications, many sensors
can be used in both environments. Exterior deiecBensors are used to detect
unauthorized entry into clear areas or isolationezothat constitute the perimeter of a
protected area, a building or a fixed site facilititerior detection sensors are used to
detect penetration into a structure, movement wighstructure or to provide knowledge
of intruder contact with a critical or sensitivent.

1.5 DETECTION FACTORS

Six factors typically affect the Probability of f@etion (Pd) of most area
surveillance (volumetric) sensors, although to wayylegrees. These are the: 1) amount
and pattern of emitted energy; 2) size of theeadt)) 3) distance to the object; 4) speed
of the object; 5) direction of movement and d)eation/absorption characteristics of
the energy waves by the intruder and the enviromn(ewl. open area, shrubbery, or
wooded).

Theoretically, the more definitive the energy eatt the better. Likewise, the
larger the intruder/moving object the higher thebability of detection. Similarly, the
shorter the distance from the sensor to the intfabdgct, and the faster the movement of
the intruder/object, the higher the probabilitydetection. A lateral movement that is fast
typically has a higher probability of detection nha slow straight-on movement. Lastly,



the greater the contrast between the intruder/ngovobject and the overall
reflection/absorption characteristics of the enwinent (area under surveillance), the
greater the probability of detection.

1.6 SENSOR CATEGORIES

Exterior intrusion detection sensordetect intruders crossing a particular
boundary or entering a protected zone. The sertmrse placed in clear zones, e.g.
open fields, around buildings or along fence lindsxterior sensors must be resilient
enough not only to withstand outdoor weather comol, such as extreme heat, cold,
dust, rain, sleet and snow, but also reliable endogdetect intrusion during such harsh
environmental conditions.

Exterior intrusion sensors have a lower probabibt detecting intruders and a
higher false alarm rate than their interior coupdets. This is due largely to many
uncontrollable factors such as: wind, rain, icandting water, blowing debris, random
animals and human activity, as well as other s@utoeinclude electronic interference.
These factors often require the use of two or nseresors to ensure an effective intrusion
detection screen.

Interior intrusion detection sensoese used to detect intrusion into a building or
facility or a specified area inside a building @cifity. Many of these sensors are
designed for indoor use only, and should not beseg to weather elements.

Interior sensors perform one of three functiork) detection of an intruder
approaching or penetrating a secured boundary, asiéhdoor, wall, roof, floor, vent or
window, (2) detection of an intruder moving withansecured area, such as a room or
hallway and , (3) detection of an intruder moviliityng, or touching a particular object.

Interior sensors are also susceptible to falsenamshnce alarms, however not to
the extent of their exterior counterparts. Thiglu® to the more controlled nature of the
environment in which the sensors are employed.

1.7 TECHNOLOGY SOLUTIONS

With the advent of modern day electronics, theilfigity to integrate a variety of
equipment and capabilities greatly enhances thenpiat to design an Intrusion Detection
System to meet specific needs. The main elementnoaitrusion Detection System
include: a) the Intrusion Detection Sensor(s), be tAlarm Processor, c¢) the
Intrusion/Alarm Monitoring Station, and d) the commmications structure that connects
these elements and connects the system to theoreabéments. However, all systems
also include people and procedures, both of whiehad equal and possibly greater
importance than the individual technology aspetti®system. In order to effectively



utilize an installed security system, personnel gquired to operate, monitor and
maintain the system, while an equally professideaim is needed to assess and respond
to possible intrusions.

Intrusion detection sensors discussed in this Haokl have been designed to
provide perimeter security and include sensorsusa in the ground, open areas, inside
rooms and buildings, doors and windows. They cangded as stand alone devices or in
conjunction with other sensors to enhance the fmbtyaof detection. In the majority of
applications, intrusion detection sensors are uisezbnjunction with a set of physical
barriers and personnel/vehicles access contraémsgst Determining which sensor(s) are
to be employed begins with a determination of whas$ to be protected, its current
vulnerabilities, and the potential threat. All tfese factors are elements of a Risk
Assessment, which is the first set in the desigicgss.

1.8 PERFORMANCE CHARACTERISTICS:

In the process of evaluating individual intrusidetection sensors, there are at
least three performance characteristics which shdé considered: Probability of
Detection (PD), False Alarm Rate (FAR), and Vulhdriy to Defeat (i.e. typical
measures used to defeat or circumvent the sensor).

A major goal of the security planner is to field iategrated Intrusion Detection
System (IDS) which exhibits a low FAR and a high &2l is not susceptible to defeat.

Probability of Detectiorprovides an indication of sensor performance tecteng
movement within a zone covered by the sensor. dhibty of detection involves not
only the characteristics of the sensor, but alscetivironment, the method of installation
and adjustment, and the assumed behavior of ardetr

False Alarm Ratendicates the expected rate of occurrence of aammich are
not attributable to intrusion activity. For purpssof this Handbook fédlse alarm$ and
“nuisance alarmsare included under the overall term “False AlaRate”, although
technically, there is a distinction between the teons. Anuisance alarms an alarm
event which the reason is known or suspected (armgmal movement/electric
disturbance) was probably not caused by an intrudefalse alarmis an alarm when the
cause is unknown and an intrusion is thereforeiplesut a determination after the fact
indicates no intrusion was attempted. Howevergesithe cause of most alarms (both
nuisance/false) usually cannot be assessed imrabgdiatl must be responded to as if
there is a valid intrusion attempt.

Vulnerability to Defeats another measure of the effectiveness of senssirsce
there is presently no single sensor which canbiglidetect all intruders, and still have an
acceptably low FAR, the potential for “defeat” dareduced by designing sensor



coverage using multiple units of the same sensat/oa including more than one type of
sensor, to provide overlapping of the coverage amed mutual protection for each
sensor.

1.9 ENVIRONMENTAL CONSIDERATIONS

Most security zones have a unique set of enviraahdactors which are taken
into consideration when designing the system, salp¢he sensors, and performing the
installation. Failure to consider all the fact@man result in excessive “false alarms”
and/or “holes” in the system.

Each potential intrusion zone, whether it be ainpeter fence, an exterior
entrance, a window, an interior door, a glass f@antior a secured room, will have special
“environmental” factors to be considered. Extemmates are likely to be affected by the
prevailing climate, daily/hourly fluctuations in a#ler conditions, or random animal
activity as well as man-made “environmental” fasteuch as activity patterns, electrical
fields and/or radio transmissions, and vehiclekyuail or air movement.

There are a wide variety of other consideratiomsciv must be assessed when
placing sensors to monitor the perimeter of an aweauilding. A fundamental
consideration is the need to have a well-definedrésurveillance or isolation zone. Such
a zone results in a reduction of FARs caused bgdent people, large animals, blowing
debris, etc. If fences are used to delineate lder zone or isolation zone, they should be
carefully placed, well constructed and solidly ared, since fences can move in the
wind and cause alarms. Consideration should asgiven to dividing the perimeter into
independently alarmed segments in order to loc#iieeaarea of the possible intrusion and
improve response force operations.

Internal zone sensors can also be impacted byrdioation of external stimuli,
such as machinery noise and/or vibrations, air nmmré¢ caused by fans or air
conditioning/heating units, and changes in tempeeato mention a few. Many of these
and others will be discussed in the individual Textbgy Reviews presented in Section
Two.

1.10 ALARM MONITORING SYSTEMS

In addition to the Off-the-Shelf Intrusion Techogy that is discussed in this
Handbook, there is a variety of alarm monitoringteyns available. Although each
system is unique in the number and variety of oytiavailable, all systems perform the
basic function of annunciating alarms and displgyime alarm locations in some format.
The front-end (control function) of most of thegstems is configured with standard 486
or Pentium computer utilizing Windows, DOS, UNIX ©@S/2 as the operating system.
Many of these systems operate with proprietarywso#t, written by the manufacturer of
the security system.



1.11 ALARM ASSESSMENT

State-of-the-art alarm assessment systems proaiddsual and an audible
indication of an alarm. The alarm data is dispthiyeone of two forms - either as text on
a computer/monitor screen or as symbols on a mpgesentation of the area. Most
systems offer multiple levels (scales) of maps Wwtean be helpful in guiding security
personnel to the location of the alarm. The urgesfcthe audible/visual alarm cue can
vary as to the nature of the alarm or the locatbrihe possible intrusion (e.g. high
priority versus low priority areas). In most segusystems, several of these capabilities
are combined to provide the Security Operationst&epersonnel with a relatively
comprehensive picture of the alarm situation. ©p#on offers a visual surveillance
capability which automatically provides the Seguwtlarm Monitor with a real-time
view of the alarm/intrusion zone.

1.12 SENSOR INTEGRATION

From a technology perspective, the integratiosesfsors into a coherent security
system has become relatively easy. Typically, isestsor systems have an alarm relay,
from points a, b or ¢, and may have an additioakdyrto indicate a tamper condition.
This relay is connected to field panels via fouresj two for the alarm relay and two for
the tamper relay, or two wires, with a resistivéwogk installed to differentiate between
an alarm and tamper condition. Most monitoringtesys will also provide a means of
monitoring the status of the wiring to each devidéis is called line supervision. This
monitoring of the wiring provides the user with #dohal security by indicating if
circuits have been cut or bypassed.

Additionally, different sensors can be integraiededuce false alarm rates, and/or
increase the probability of intrusion detectionenSor alarm and tamper circuits can be
joined together by installing a logic “and” circuitThis “and” system then requires
multiple sensors to indicate an alarm conditioropto the field unit sending an alarm
indication. Usage of the logic “and” circuit caaduce false alarm rates but it may
decrease the probability of detection because twmare sensors are required to detect
an alarm condition prior to initiating an alarm .

1.13 COMMUNICATIONS

Communications between the front-end computerthaedield elements (sensors,
processors) usually employ a variety of standardrmanications protocols. RS-485, RS-
232, Frequency Shift Keying (FSK), and Dual TonetMerequency (DTMF) dial are the
most common, although occasionally manufacturers wge their own proprietary
communications protocol which can limit the optfonfuture upgrades and additions. In
order to reduce the tasks required to be handledeogomputer, some systems require



a preprocessing unit located between the compunértiae field processing elements.
This preprocessor acts as the communications cuadadi to “talk” to the field elements
thus relieving the computer of these responsiediti

1.14 POWER SUPPLY

Regardless of how well designed and installedinailision detection systems are
vulnerable to power losses, and many do not haveutymatic restart capability without
human intervention. Potential intruders are avedrthis vulnerability and may seek to
“cut” power if they cannot circumvent the systema wither means. It is critical that all
elements of the system have power backups incagabrato the design and operation to
guarantee uninterrupted integrity of the sensoidfiealarm reporting, situation
assessment, and response force reaction.

1.15 COST CONSIDERATIONS

The costs of an Intrusion Detection System are ¢é@agynderestimate. Sensor
manufacturers often quote a cost per meter, casppected volume, for the sensor
system. Often this figure is representative oftthedware cost only, and does not include
the costs of installation, any associated constmar maintenance. Normally, the costs
associated with procuring the sensor componentsu#ieeighed by the costs associated
with acquiring and installing the assessment aadrateporting systems.

1.16 SENSOR APPLICATIONS

Most sensors have been designed with a specifiicagion in mind. These
applications are categorized by the environment revhhey are most commonly
employed. The two basic environments or categ@iesExterior and Interior. Each of
the two basic categories has a number of sub-math, as fence, door, window, hallway,
and room.

The first two of the following set of graphics sha "family tree" illustration of
the sensors most applicable to these two envirotsr(emterior/interior). As mentioned
previously, some of the technologies can be usd&mih environments, and consequently
are shown on both graphics.
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Exterior Intrusion Sensors
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Interior Intrusion Sensors

Applications Index
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TYPICAL PERIMETER SECURITY INTRUSION DETECTION
PROCESS

@ THE INTRUSION SENSOR DETECTS
INTRUSION, CAUSED BY CROSSING
OF THE PERIMETER ZONE

‘ THE SIGNAL IS ANALYZED BY
THE SENSOR PROCESSOR TO
DIFFERENTIATE BETWEEN
LEGITIMATE AND UNWARRANTED
CHARACTERISTICS RELATING TO
INTRUSION

AR,
UU\/\]UU

@ ONCE THE SIGNAL IS DETERMINED
TO BE CHARACTERISTIC OF AN
INTRUSION ATTEMPT AN ALARM
IS GENERATED OR THE COMMAND
POST IS ALERTED

@ AFTER THE COMMAND POST IS
o ALERTED, THE RESPONSE FORCH

IS NOTIFIED FOR ASSESSMENT
LSDl




EXTERIOR SENSOR APPLICATIONS MODEL

This example is typical of a secured facility enygtg various detection sensors.
The illustration shows how sensors can operatenjuaction with each other, and hypothetically
where sensors would be installed to enhance iomutection probability.

Legend:
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INTERIOR SENSORS APPLICATIONS MODEL

The following example is a typical secured room layipg various detection sensors.
This illustration demonstrates how sensors opdmatenjunction with each other, and where
sensors can be installed to enhance security.

Legend:

1 I:I FIBER OPTIC WALL/CEILING SENSORS 4. - VIBRATION WALL/CEILING SENSORS

2 VOLUMETRIC SENSORS
*MICROWAVE
*ACTIVE ULTRASONIC
*ACTIVE INFRARED
*PASSIVE INFRARED

5. DOOR/WINDOW CONTROL
*MECHANICAL SWITCH
*MAGNETIC SWITCH

PASSIVE ULTRASONIC *BMS
*AUDIO 6. GLASS BREAK SENSORS
ACOUSTIC
3, I:l VIDEO MOTION DETECTION «SHOCK

7. I:I PHOTO ELECTRIC BEAM




Military Application Models

Airfield Complex
Joint Task Force Compound
Port/Logistics Facility




Airfield Complex
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Joint Task Force Compound

SBESNEWE ALNWACD w301

- .
T T H H
LY

. ..
Al S A R R TR
A A R R TR

MW&MM&
M@WWWW

AREA OF U.S. INTEREST (RESPONSIBILITY OF HOST NATN)
HOST NATION BUILDINGS/FACILITIES

AREA OF RESPONSIBILITY PERIMETER

II—ECQJGRIEFSCO\/PLB(I

AREA GF US INTEREST (RESPONSBILITY GF HCST NATICN)
US RESPONSBIUTY

11111111110 1R 1R AR NN

Nt
NN

K COMMUNICATIONS CENTER

M 3 3 X X X X X X X

N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N

R
NS
AR N |

T
11

[ R N N L /,f%/,w NN E




Port/Logistic Facility
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BMS

CBD

CCTV

Conductor

COTS

CRT

DARPA

dB

DTMF

EFI

EMI

False Alarm

FAR

FSK

IMD

IR

LED

LLLTV

MW

NAR

NISE - East

ACRONYMS AND KEY TERMS

Balanced Magnetic Switch

Commerce Business Daily

Closed Circuit Television

Material which transmits electric current.
Commercial Off The Shelf

Cathode Ray Tube

Defense Advanced Research Projects Agency
Decibels

Dual Tone Multi Frequency

Electronic Frequency Interference

Electro-Magnetic Interference

Activation of sensors for which no cause can bemaned.

False Alarm Rate
Frequency Shifting Key
Image Motion Detection
Infrared

Light Emitting Diode

Low Light Level Television
Microwave

Nuisance Alarm Rate

Naval Command, Control & Ocean Surveillance Center,



PD

PIR
RADAR
RCO
RF

RFI

Rx

TV

Tx

VMD

Applications

Capacitance

Causes for Nuisance
Alarms

ServiceEngineering East Coast Division
Probability of Detection

Passive InfRared

RAdio Detection And Ranging
Receiver Cut-Off

Radio Frequency

Radio Frequency Interference
Receiver

Television

Transmitter

Video Motion Detection

KEY TERMS

The installation and working environments (e.g.eext,
interior, hallways, rooms), and the zone/coveraagepn that
are applicable to a particular sensor. Other ssnghich can
provide complimentary coverage are also cited.

The property of two or more objects which enablesnt to
store electrical energy in an electrostatic fiedtieen them.

Activity/events in which a properly operating senso
generates an alarm not attributable to intentianablision
activity, are discussed. These activity/events tgpecally
caused by "predictable/known" changes in the enwiental
"norm", such as vegetation movement, strong/turiiule
weather conditions, and animal activity.



« Conditions for Unreliable Conditions which can lower the probability of detec and
Detection effect the ability of the sensor to fully function. These
conditions typically include factors such as weathe
background noise, electronic interference, poovesliance
environment, obstructions, and indiscriminate ptaeet of
"foreign" objects (e.g. boxes, vehicles).

» Typical Defeat Measures Typical methods which may be used by an intruder to
bypass/avoid detection.



SECTION TWO

SENSOR TECHNOLOGY REVIEWS

This section presents information on twenty-eightrusion Detection Sensor
Technologies. Each sensor technology is discussedrately and has been
sequenced to move from the more familiar to theerammplex. The reviews
have also been grouped to flow from interior paseturity systems to wall
systems, to controlled area coverage systems, teri@x perimeter systems
(including a variety of “fence” systems), and thenburied “cordon violation”
systems. The last several categories, Image (YitMagion Detection, Radar
and Acoustic Air Turbulence represent newer capsds!

Additional information, in the form of drawings, Iscated at the end of each
Review. Although there are some minor differenitesub-paragraphing in a
few of the technologies, the overall framework &eg paragraph headings and
content are consistent.

The basic format is as follows:

1. Introduction
2. Operating Principles
3. Sensor Types/Configurations

a. Type One
b. Type Two (if applicable)

4. Applications and Considerations
a. Applications
b. Conditions for Unreliable Detection
C. Causes for Nuisance Alarms

5. Typical Defeat Measures




SECTION TWO TECHNOLOGY REVIEWS

Page Technology

2-3 Mechanical Switch

2-4 Magnetic Switch

2-5 Balanced Magnetic Switch
2-7 Glass Break

2-10 Photo Electric Beam
2-12 Microwave

2-18 Wall Vibration

2-21 Fiber Optic Wall

2-23 Audio Sensors

2-25 Passive Ultrasonic

2-27 Active Ultrasonic

2-29 Passive Infrared

2-35 Interior Active Infrared
2-37 Exterior Active Infrared
2-39 Dual Technology Passive IR /Microwave
2-41 Fence Vibration

2-45 Electric Field

2-48 Capacitance

2-50 Strain Sensitive Cable
2-55 Fiber Optic Fence

2-58 Taut Wire

2-62 In-ground Fiber Optic
2-64 Ported Coax Buried Line
2-67 Balance Buried Pressure
2-70 Buried Geophone

2-72 Video Motion Detection
2-74 Radar

2-76 Acoustic Detection (Air Turbulence)



TECHNOLOGY REVIEW # 1

MECHANICAL SWITCH

1. Introduction: Mechanical switches are used to detect the opeafiagrotected
door or window. These sensors aoaitact switchethat depend on direct physical
operation/disturbance of the sensor to generagtaam.

2. Operating Principle: Mechanical switches are spring-loaded or plungeiceés
that trigger when a door or window is opened.

3. Applications and Considerations:

a. Applications: Mechanical switches can be mounted on doors, wisgdow
drawers, cabinets to detect openinghey are best used in conjunction with a motion
detector device, located inside the room/containecase intrusion is made by bypassing
the switch. To be effective, doors and windows usthobe properly and securely
seated/mounted in their supporting frame prior e installation of any security (or
locking) devices including mechanical switches.

b. Conditions for Unreliable Detection: Poor/lose fitting doors or windows
can create conditions for unreliable detection,l@e mounting will allow random
movement of a door or window to trigger an alarnd @ould assist a knowledgeable
intruder in gaining surreptitious entry.

C. Major Causes for Nuisance Alarms:Poor fitting doors or windows.
Improper installation of doors, windows, locks taren switches are the primary cause of
NAR. In addition, alarms caused by lose fittingraproperly mounted doors or windows
can be aggravated by extreme weather conditionsd(and storms) as well as seasonal
fluctuations in the external and/or internal enmireent (heating versus air conditioning).

4. Typical Defeat Measures: Holding the switch in the “normal closed” position
while opening the door or window will preclude tin@iation of an alarm. Typically this
is accomplished with a small piece of metal desighe prevent the switch from
triggering. Also, taping the switch in the “closedbsition during daytime operations
allows an intruder to return after the alarm hasnbactivated and open the door or
window without generating an alarm.



TECHNOLOGY REVIEW # 2

MAGNETIC SWITCH

1. Introduction: Magnetic switches areontact switchessed to detect the opening
of a door or window and depend on the direct plysaperation/disturbance of the
sensor to generate an alarm.

2. Operating Principle: Magnetic switches are composed of two parts - & two
position magnetic switch mounted on the interioaadoor, window or container frame,
and a two-position, magnetically operated switd@ie standard switch is designed to be
either normally open or normally closed, dependomgthe design. When the door/
window is closed, the magnet pulls the switch ®“itormal” non-alarmed position.
When the door/ window is opened, the magnet retetise switch, breaking the contact
and activating the alarm.

3. Applications and Considerations:

a. Applications: Magnetic switches are mounted on doors, windows and
containers to detect opening. In high value cirdamses, they should be used in
conjunction with a motion detector sensor locateside the room to detect an intrusion
made other than via the alarmed door, window oeskportal.

b. Conditions for Unreliable Detection: Excessive movement of the door,
window or access panel in its frame/setting canegdre conditions for unreliable
detection and should be corrected prior to indfalteof the security switches.

C. Major Causes for Nuisance Alarms: Poor fitting doors or windows
(caused by age or and improper installation) anchpmunded by extreme weather
conditions which cause excessive movement of tloee dowindow are the major causes
of nuisance alarms.

4. Typical Defeat Measures: Penetration of the door or window without moving
the magnet switch mechanism will bypass the alaemce. A second, free-moving and
stronger magnet can be used to imitate the moumtgghet, allowing the door to be
opened without generating an alarm. The locatidh@switch should not be observable
to a potential intruder, reducing an intruder’digbto bypass or “jump” the terminal.



TECHNOLOGY REVIEW # 3
BALANCED MAGNETIC SWITCH (BMS)

1. Introduction: Balanced Magnetic Switches consist avatch assemblwith an
internal magnet that is usually mounted on the Mandow frame and #&alancing (or
external) magnetounted on the moveable door/window.

2. Operating Principle: Typically, the switch is balanced in the open posi
between the magnetic field of the two magnetsthdf magnetic field is disturbed by the
movement of the external magnet, the switch mowes ftclosed” position. When the
door is in the normal closed position, the magniggic generated by the biasing magnet
interacts with the field created by the switch netgiso that the total net effect on the
switch is stable. When the door is opened, thedchwialls to one of the contacts,
becoming unstable and generating an alarm.

3. Applications and Considerations:

a. Applications: Balanced Magnetic Switches (BMS) provide a higbeel
of security for windows and doors than magneticn@chanical switches. Balanced
magnetic switches are available in casings desigimedrevent the switch from
electrically causing an explosion in a hazardoes.arThese switches are recommended
for flammable or hazardous environments. The l@dnmagnetic switch should be
mounted on the door frame, and the balancing magnéhte door. The switch should be
adjusted to initiate an alarm when the door is epdoetween a half and one inch. For
enhanced security, a BMS (just as mechanical aayst magnetic switches) should be
used in conjunction with a motion detector locateside the room, hallway or container
in case intrusion is made by bypassing the switch.

b. Conditions for Unreliable Detection:Excessive movement in the door or
window will create conditions for unreliable defeat and should be eliminated before
security switches are installed.

C. Major Causes for Nuisance Alarms:Poorly fit doors or windows and
improper installation are the primary causes ofsamce alarms. Extreme weather
conditions which cause excessive movement of tloe, dandow or access portal can add
to the NAR.

4, Typical Defeat MeasuresA distinct advantage to using the balanced magnetic
switch is its inherent ability to counter a commdefeat measure used on straight
magnetic sensors. This defeat measure involvesglan external magnet on the switch



housing to hold the internal switch in place white door or window is opened. The
design of the Balance Magnetic Switch precludes ttefeat mechanism from being
effective.

BALANCED MAGNETIC SWITCH

SWITCH
DOOROPENING ABSEN CE OF MAGNETIC
> " AED CAUSESBMSTO
- CHANGE STATE

B2 BMSL /
A
LOCAL
PROCESSOR
/— CONDUIT /_ SWITCH
p— A
N
\— ACTUATING SWITCH
MAGNET
o
ACTUATING
MAGNET

TYPICAL BALANCED MAGNETIC SWITCH INSTALLATION




TECHNOLOGY REVIEW # 4

GLASSBREAK

1. Introduction: Glassbreak sensors monitor glass that is likeelyet broken during
intrusion. The sensors are housed in a single amit mounted on a stable interior
element (wall or ceiling) facing the main glassface. Three types of sensors are used:
acoustic, shock, and a dual technology (shock/dimyusensor. Regardless of which
sensor is used, coverage typically does not ext@@dquare feet of glass surface.

2. Operating Principle: Glassbreak sensors use a microphone to listen for
frequencies associated with breaking glass. A qsmar filters out all unwanted
frequencies and only allows the frequencies atasertanges to be analyzed. The
processor compares the frequency received to tteagstered as being associated with
the breaking of glass. If the received signal mmescfrequencies characteristic of
breaking glass, then an alarm is generated.

3. Sensor Types/Configurations:There are three basic types of glass break sensor
- acoustic, shock, and a combination of the twsulteng in a dual technology (acoustic /
shock ) sensor.

a. Acoustic Sensors: Acoustic sensors listen for, and detect, the high
frequency typically created when an initial shatigrimpact is made on the window.
Once impact is made, high frequencies caused bglé#ss breaking travel away from the
point of impact toward the outer edges of the glag$ace. These vibrations excite the
acoustic sensor processor which passes the fregubnough a filter, compares the
frequency for a match and signals an alarm if gmace.

b. Shock Sensors: Shock sensors feel/sense the typical 5 KHz frequenc
shock wave that is created when glass is brokehen/he processor detects this shock it
signals an alarm. Two types of “shock” sensom@n@ducers) are useglectric piezcand
non-electric piezo Most use piezo transducers to “feel/sense” theHz frequency.
However, some use a non-electric piezo transdubechwdoes not have any electricity
present until the piezo “bends” when it is “hit” lay5 KHz. signal. The non-electric
piezo type reduces false alarms dramatically.

C. Dual Technology Acoustic/Shock Sensors:In dual-tech sensors an
acoustic device is linked with a shock device. sTlombination utilizes the
complementary capabilities of both devices andvipges for a low false alarm rate
sensor. The two sensing elements are located nwdhsingle casing unit, and are
connected electronically through the use oA&ID logic function.



The acoustic portion of the sensor uses a micnophm detect frequencies
associated with breaking glass. A processor $ileart all unwanted frequencies and only
allows frequencies at certain ranges to be analyzdédince the processor receives the
frequency, it is compared to those associated glahs breakage. If the signal matches
frequencies characteristic of breaking glass, thseignal is sent to th&ND gate.

The shock portion of the sensor “feels” for th&8z frequency in the form of a
shock wave created when glass is broken. Wheprtheessor detects this shock, it sends
a signal to theAND gate. Once thé&ND gate has received both signals an alarm is
generated.

NOTE: A distinct advantage to this sensor is itsorporation of two Glassbreak
technologies into one sensor. This significandgiuces false alarms from background
noise such as RFI and frequency noise createdfiog ohachines.

4. Applications and Considerations:

a. Applications: Depending on the manufacturer’s specifications,uatio
sensors should be mounted on the window, windomdtavall or ceiling. If mounted on
the glass, the sensor should be placed in the icapm@oximately two inches from the
edge of the frame. If mounted on the wall or agilithe sensor should be installed
opposite the window.

Glassbreak sensors should be used in conjunctiin sentact switches (e.qg.,
magnetic switches, balanced magnetic switchesase mtrusion is attempted by opening
the window instead of breaking it.

A volumetric (area monitoring) motion detector glibalso be incorporated in the
protected interior area to detect intrusion/engryab avenue other than the window. The
volumetric device should be positioned at a poimd angle that allows it to look in
toward the window of concern to maximize the detectapability.

NOTE: Although not recommended, the sensor magnbented on the window. If so,
the mounting adhesive should be specified to watidtiong exposure to summer heat,
winter cold and condensation that might collectloewindow. It should be noted that
a window glass can get as hot as®B@n the summer and as cold as®-B0n the winter,
therefore, it is essential that the applicationemille meets these specifications.

b. Conditions for Unreliable Detection: Although inappropriate matching
of sensor range capacity to the window size and f[mmation may cause the sensor to be
out of effective detection range, the most typaeaficiency occurs when the acoustical
characteristics of the room are in conflict witke tbensor’s performance specifications.
“Soft” acoustic rooms (e.g. carpeted with windowakry) that absorb vibration or by



altering the acoustic characteristics of the “harmddm (e.g., adding window shutters,
blinds, draperies, rugs) after the sensor has hewd can cause detection inadequacy of
the sensor.

NOTE: As a precaution all windows should be chdcke cracks and replaced prior to
installation of a Glassbreak sensor to ensure dhgbod frequency signature will be
produced if the window is broken.

C. Causes for Nuisance Alarms:Improper calibration or installation of an
acoustic Glassbreak sensor will cause nuisanceslain addition, RF interference and
sharp impact noises can cause false alarms. Wgwpper application/placement of the
sensor or background noise, such as office, indlisind cleaning machinery, can create
noise in the frequency detection range of the genso

5. Typical Defeat Measures: The detaching/cutting of an opening in the window
or the removal of a window pane (with or withougdemsor mounted on it) can bypass the
sensor. The break frequency can be distorted Wffintuthe sound of the breaking glass
reducing the potential for the “correct” frequemegistered by the sensor.

GLASS-BREAK SENSOR
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TYPICAL GLASS - BREAK SENSOR INSTALLATION




TECHNOLOGY REVIEW # 5

PHOTO ELECTRIC BEAM

1. Introduction: Photo electric beam sensors transmit a beam d@redrlight to a
remote receiver creating an “electronic fence”.egénsensors are often used to “cover”
openings such as doorways or hallways, acting gafigras a trip wire. Once the beam
is broken/interrupted, an alarm signal is generated

2. Operating Principle: Photoelectric beam sensors consist of two compenant
transmitter and a receiver. The transmitter usiegla Emitting Diode (LED) as a light
source and transmits a consistent infrared bearigbf to a receiver. The receiver
consists of a photoelectric cell that detects wiherbeam is present. If the photo electric
cell fails to receive at least 90% of the transeditsignal for as brief as 75 milliseconds
(time of an intruder crossing the beam), an alagnad is generated.

The beam is modulated at a very high frequencglvbhanges up to 1,000 times
per second in a pattern that correlates with tloeiver's expectation to guard against a
bypass attempt by using a substitute light soufneorder to bypass the sensor, the angle
of the beam and modulation frequency would haveetmatched perfectly.

3. Applications and Considerations:

a. Applications: The sensor is usually installed to protect a hallwa
doorway or long wall surface. The transmitter amckiver can be distanced up to 1,000
feet and still provide adequate coverage. A pledéatric beam sensor is unaffected by
changes in thermal radiation, fluorescent lights d&lectronic Frequency
Interference/Radio Frequency Interference (EFI/RHAIhe photo electric sensor also has
a high probability of detection and low false alarate. The path of the beam can be
altered using mirrors to create a less predictdekection barrier, however, the use of
mirrors reduces the signal strength of the beamdamdchishes the effective distance of
the beam. A common problem with mirrors is thaytlare often accidentally knocked
out of alignment, generating a need to calibrateraalign the mirrors periodically.

b. Conditions for Unreliable Detection: Anything that disturbs the
transmission of light can affect the detectionatality of the sensor. Factors such as fog,
smoke, mist or dust and reflective particles caiheelight particles to be refracted or
scattered. If these conditions create a 10% oremeduction in the signal received, an
alarm signal is generated. Extreme variationbdokground lighting or sunlight may
also reduce sensitivity.



C. Causes for Nuisance Alarms:Any objects that may break the beam such
as birds, animals, blowing leaves or paper wileinipt the signal, therefore generating
an alarm. In addition,improper alignment of the transmitter, receivernarrors may
generate an alarm. Mirrors can also collect doatising refraction/diffusion of the
reflected beam.

4. Typical Defeat Measures: Stepping over or passing under the signal path will
defeat the intent of the sensor. However, mircars be used to counter this vulnerability
by creating a “Zig-Zag” multiple beam barrier patte



TECHNOLOGY REVIEW # 6

MICROWAVE SENSORS

1. Introduction: Microwave sensors are motion detection devices that
transmit/flood a designated area/zone with an et field. A movement in the zone
disturbs the field and sets off an alarm. Microez@ensors may be used in exterior and
interior applications.

2. Operating Principle: Microwave sensors transmit microwave signals in“Xie
band. These signals are generated by a Gunn dmetating within pre-set limits that do
not affect humans or the operation of pacemakatdough very little power is used, the
system provides enough energy for a detector tgegrr@ signal up to 400 feet in an
uninterrupted line of sight. The detection of usion is directly related to the Doppler
frequency shift principle. Most sensors are tuteedheasure the Doppler shift between
20 Hz and 120 Hz. These frequencies are closiyereto the movements of humans.
Objects that fail to produce a signal or produsggaal outside the tuned frequencies are
ignored. Objects that fall within the range catlmesensor to generate an alarm signal.

3. Sensor Types/Configurations There are two basic types of microwave sensors:
monostatic sensors, which have the transmitter r@cdiver encased within a single
housing unit, and bistatic sensors, in which tl@dmitter and receiver are two separate
units creating a detection zone between them. fatiissystem can cover a larger area
and would typically be used if more than one sersogquired.

a. Monostatic Units: The transmitter and receiver are contained imglasi
dual function unit. The antenna is mounted witthe microwave cavity and can be
configured/shaped to cover a specific area or tletezone. The shape of the detection
beam can be changed to transmit a long, slenden loea short oval one. Monostatic
microwave sensors transmit signals at two differemhsmitting frequencies. The
frequencies are rapidly turned on and off, firsbaé frequency and then at the other. The
receiver is then shut off for a short period of dimafter transmission. Because
microwaves travel at a constant speed and theviexaesilooking for reflected energy, the
receiver can be programmed to receive only sigtieds are able to go out and return
within a specific time period. The area where aflacted frequencies can be picked up
by the transmitter is known as the Receiver Cut(Rf£O) region. This enables the user
to protect a well defined detection zon€he receiver is programmed to ignore signals
from stationary objects and only receive signatamfrdisturbances/movement in the
designated field of coverage.



b. Bistatic Units: The transmitter and receiver for bistatic microea
sensors are separate units. The detection zooeased between the two units. The
antenna can be configured to alter the signal f{@dlth, height), creating different
detection zones. The receiver is programmed teivecsignals from the transmitter and
detect a change in the frequencies caused by amamtan the field of coverage. Bistatic
microwave sensors transceivers are somewhat limitgdpoorly defined detection
patterns, and nuisance alarms may be a probleargéImetal objects are nearby or if
windy conditions exist.

4. Applications and Considerations:

a. Applications: Microwave sensors can be used to monitor both iexter
areas and interior confined spaces, such as vagégial storage areas, hallways and
service passageways. In the exterior setting tlaey e used to monitor an area or a
definitive perimeter line, as well as to serve asearly warning alert of intruders
approaching a door or wall. In situations wherevell-defined area of coverage is
needed, monostatic microwave sensors should be wedever, monostatic microwave
sensors are limited to 400 feet coverage, whiléatitssensors can extend up to 1,500
feet. To further enhance detection, video motietection equipment (or another type
sensor) can be installed to complement the micrewapplication. The use of a
companion system, such as video image motion detectot only provides a second line
of defense, but provides security personnel wittadditional tool to assess alarms and
discriminate actual/potential penetrations fronséadlarms or nuisance events.

b. Conditions for Unreliable Detection: Since microwave sensors operate
in the high frequency spectrum (X band), close @asion or proximity to other high
frequency signals can adversely affect the detecgbability of these sensors.

Areas that contain strong emitters of electricldBe (radio transmitters) or
magnetic fields (large electric motors or genesjtaan effect the ability of microwave
sensors to function properly, and should be avoaletbmpensated for by distinct signal
separation.

Zones that contain fluorescent lights can alscepmgroblem. The ionization
cycle created by fluorescent bulbs can be integdrély the detector as motion and thus
provide false alarms.

Self generated signal reflection is a common mweblcaused by improper
placement/mounting. Positioning the sensor extigraad parallel to the wall rather than
imbedding it in the wall will avoid this problem.

Also, large metal objects which can reflect thgnal and/or provide “dead
pockets” should be kept out of the detection zaseshould equipment whose operation
involves external movement or rotating functions.



C. Causes for Nuisance Alarms:Because of the high frequencies at which
microwaves travel, the signal/sensor is not aftttgmoving air, changes in temperature
or humidity. However, the high frequency allowse thignal to easily pass through
standard walls, glass, sheet rock, and wood. ddmscause false alarms to be generated
by movement adjacent to, but outside the proteated. Conversely, it is essential to test
for, note, and compensate for any dead spots (afeas detection) created by metal
objects such as dumpsters, shipping crates, ti@st, @nd electrical boxes. These dead
spots create ideal areas for intrusion attemptsadtlition, signals reflected off these type
objects/materials can “extend” sensor coveragedasanot intended to be covered, thus
creating the potential for false alarms.

5. Typical Defeat Measures: An intruder with some degree of periodic access to
the denied area may be in a position to contiuetlk tests” or otherwise cause/observe
the alarm activation pattern, and determine nonuedéction coverage patterns, thereby
identifying a possible low detection approach paith.addition, an intruder advancing at
a deliberately slow rate of movement, who takesimam advantage of any obscuring,
blocking or signal absorbing characteristics asgedi with the surveillance environment
can reduce the probability of detection. Howevegular calibration of the sensor(s),
sanitation of the area, and the use of anotheraysensor can substantially increase the
probability of detection.

TYPICAL LONG RANGE DETECTION PATTERN FOR MONOSTATIC
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TECHNOLOGY REVIEW # 7

WALL VIBRATION

1. Introduction: Vibration sensors are designed to be mounted ais wceilings
and floors and intended to detect mechanical \vimmat caused by chopping, sawing,
drilling, ramming or any type of physical intrusia@itempt that would penetrate the
structure on which it is mounted.

2. Operating Principle: Transducers designed to detect libve frequency energy
(vibrations) typically generated during a physisatusion attempt via the surrounding
walls, roof or floor are mounted directly to thenan walls of the protected zone, and
detect the change in the normal “vibration” prafil@wo basic types of transducers are
used to detect changes: piezoelectric transdacelrsnechanical transducers. Both types
convert the seismic vibrations detected to elegitisgynals proportional to the vibrations.
The signals are then sent through a screening filleich determines if the signal
corresponds to the signal spectrum typical of drugmon attempt. If the frequency is
characteristic of an intrusion attempt, an alargmal is generated.

3. Applications and Considerations:

a. Applications: Vibration sensors should be securely and firmle@th8 to
10 feet apart, on a wall or ceiling where intrusisexpected. The difference in spacing
lengths should be determined by the wall’'s abtiityfransmit the disturbance energy. A
volumetric (area monitoring) sensor (passive imdar audio) should be used in
conjunction with wall sensors and directed towaned expected penetration site, to
provide detection of an intrusiadhat may not cause sufficient vibrations to trigtfes
vibration sensors.

NOTE: Care should be exercised before using vimasensors on walls of limited
structural integrity such as sheet rock, plywoodhan metal, unless they are positioned
on a main support. These types of walls are vempgto vibrations caused by sources
other than intrusion actions.

b. Conditions for Unreliable Detection: Unstable oimproper installation
or spacing of units, and mounting of the sensorm#berials (rugs, fabric, heavy wall
coverings) that are not conducive to detectingatibns will create unreliable detection
conditions.



C. Causes for Nuisance Alarms: Poor placement is a primary cause of
nuisance alarms.Vibration sensors may generate alarms if mountedvalts that are
exposed to external vibrations (e.g., trains, @aner if the walls are subject to vibrating
machinery. In any of these or similar situationbration sensors should not be used.

4, Typical Defeat MeasuresThe system can be defeated by avoiding entry tgirou
the protected area, or by selecting a point andhodedf entry in a segment of a wall, roof
or floor that will permit the suppression/diffusiaf the intrusion vibrations. Another
defeat measure, which is also applicable to mahgratensors as well, is the generation
of a persistent but random number of false alarmes a long period of time, causing the
alarm to be ignored or the response time greathyrdshed.
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TECHNOLOGY REVIEW # 8

FIBER OPTIC WALL

1. Introduction: A fiber optic wire sensor is in an open mesh ekw(quilt)
appligué that can be applied directly to an exgstirall or roof, or installed in a wall (or
roof) as it is being constructed. The fiber optetwork is designed to detect the low
frequency energy (vibrations) caused by choppiagirgg, drilling, ramming or physical
attempt to penetrate the structure on which it masnted.

2. Operating Principle: The fiber optic cable acts as a line sensor amlains an
electro optics unit which transmits light using ight Emitting Diode (LED) as the light
source. The light travels through the fiber optatwork and is picked up by a detector,
which is very sensitive to slight alterations ire ttransmission. When an adequate
alteration in the light pattern takes place, tlymai processor generates an alarm.

3. Applications and Considerations:

a. Applications: These sensors are very sensitive, and specialdsyason
must be given to determine if this type of sensasuitable for a particular wall/roof. A
vibration sensor may generate false alarms if nmemurdn walls that are exposed to
external vibrations (vehicle, train or heavy foobvament) or if the walls are subject to
vibrating machinery. However, an imbedded fibetiopensor, although very perceptive
to slight changes in the light pattern, can bebcated easily and gauged to detect various
forms of intrusion.

b. Conditions for Unreliable Detection: Improper installation or
calibration. Caution should be exercised beforagusibration sensors to protect walls
of lesser structural integrity, such as sheet rpbyood or thin metal. These walls are
prone to vibrations from sources other than inbngittempts.

C. Causes of Nuisance Alarms: Machinery that causes vibrations can
generate false alarms and should be located away the wall on which the fiber optic
cable is mounted. Also, vibrations caused by extexircraft and train traffic can cause
the wall/roof/building fabric to vibrate, therebgusing the vibration sensor to generate
an alarm signal.

4, Typical Defeat Measures:The system can be bypassed by avoiding entry
through a protected area or targeting an inseedibiwation as the point of entry.
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TECHNOLOGY REVIEW # 9

AUDIO SENSORS

1. Introduction: Audio detectors listen for noises generated bynémuder’s entry
into a protected area, and are generally usedhdiugxclusively, in internal applications,
from an entrance foyer to critical data/resouroesgfe areas.

2. Operating Principle: The sensor is made up of two devic&ck-up units
mounted on the walls or ceilings of the monitoredaa and ammplifier unit which
includes processing circuitry. The Pick-up units lasically microphones that listen for
noise. These microphones collect sound for arslygithe processor circuit, which can
be calibrated to a noise threshold that is chamgtte for an intrusion attempt. If a
certain amount of noise is detected from a monit@ea within a selected time period,
an alarm signal is generated.

3. Applications and Considerations:

a. Applications: Audio sensors should be mounted in areas where the
predicted intrusion noise is expected to exceedahthe normal environmental noise. If
background noise does exist, and if calibrationasaccomplished to compensate for it,
the microphone may be unable to detect/differemte intrusion noise. If excessive
background noise is present, the audio sensordmatlbe considered.

Typically audio sensors are used in conjunctiothvanother detection sensor
(Passive Infrared-PIR, ultra-sonic, microwave) tmovde a greater probability of
detection.

Since an audio sensor is unaffected by chang#seithermal environment and
fluorescent lights have no effect on the sensoeteaion characteristics, its use with a
thermal imaging motion detection system can provideth audio and visual
record/tracking of an intrusion.

b. Conditions for Unreliable Detection: Principle causes of unreliable
detection include ineffective sensitivity settingmused by extraneous background noise,
such as clocks, office equipment, boilers and hgatr air conditioning units.

C. Causes for Nuisance Alarms: Excessive background noise, such as
airplanes, trains or loud weather (thunderstormg)y mause significant noise levels
thereby generating an alarm. If these factorassent, careful consideration should be
given to determining whether this sensor is appabgr



4. Typical Defeat Measures. An intruder who makes a slow, deliberate entry, and
takes measures to muffle the normal sounds of mewérand intentionally allows
sufficient lag time to occur between any noise gateel by his movement may avoid
detection.



TECHNOLOGY REVIEW # 10

PASSIVE ULTRASONIC

1. Introduction: The passive Ultrasonic sensor is a motion deted®wvice that
“listens” for ultrasonic sound energy in a protecgea, and reacts to high frequencies
associated with intrusion attempts.

2. Operating Principle: Thepassive ultrasonic senstlistens” for frequencies that
have a range between 20 - 30 KHz. Frequencidsisirange are associated with metal
striking metal, hissing of an acetylene torch, ahdttering of concrete or brick. The
sound generated is transmitted through the suriognair and travels in a wave type
motion. When the sound wave reaches the deteatiosos it determines if the frequency
is characteristic of an intrusion. If the criteisamet, an alarm signal is generated.

3. Applications and Considerations:

a. Applications: Ultrasonic sensors are typically mounted on a veall
ceiling and are frequently used in tandem with Beosensor, such as a passive device
(Passive Infrared-PIR) to provide a greater prdiglmf detection (B). However, this
may also increase the overall false alarm rate (Fg\ightly, depending on the variability
and uncontrollability of the environmental charaistecs of the monitored area.

An advantage to using the passive ultrasonic sessbat the device is unaffected
by heat, thus thermal changes in the environmemtaddniinder its detection ability. It is
also easy to contain its energy within a selecte@,asince ultrasonic energy does not
normally pass through walls, roofs or partitiofi$ie disadvantage is that it does not pass
through furniture or other obstructions either (@®xcrates), thus creating “dead zones”
of non-surveillance. This disadvantage can beamree by placing additional sensors at
second and third locations to “cover” the dead sarfesensor # 1.

b. Conditions for Unreliable Detection: Extreme changes in temperature
or humidity from those prevalent during the initiastallation and calibration may cause
a change in detection reliability. As with mosnhsers, ultrasonic sensors should be
recalibrated periodically, at least on a seasoasisb

C. Causes for Nuisance Alarms:Some ofthe most common stimuli that
cause ultrasonic sensors to alarm are air movefnemt heating and air conditioning
systems, drafts from doors and windows, hissingnfrpipes, and the ringing of a
telephone. All these stimuli can create noise r@ain the ultrasonic range, thereby
triggering an alarm.



4, Typical Defeat Measures: Passive ultrasonic sensors have a limited frequenc
spectrum, and intrusion sounds other than thogddhanto the unit’'s spectrum (such as
drilling), will not generate an alarm signal. Rbis reason it is recommended that an
active measures detection device (such as a migeaensor) be used in conjunction to
ensure adequate detection.
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TECHNOLOGY REVIEW # 11

ACTIVE ULTRASONIC

1. Introduction: The Active Ultrasonic sensor is a motion detectilmyice that
emitsultrasonic sound energy into a monitored arearaadts to a change in the reflected
energy pattern.

2. Operating Principle: Ultrasonic sensors use a technique based omaeiney
shift in reflected energy to detect intruders. rabnic sound is transmitted from the
device in the form of energy. The sound usessitsamedium and travels in a wave type
motion. The wave is reflected back from the surthngs in the room/hallway and the
device “hears” a pitch characteristic of the prt#dcenvironment. When an intruder
enters the room, the wave pattern is disturbed refldcted back more quickly, thus
increasing the pitch and signaling an alarm.

3. Applications and Considerations:

a. Applications: Typically, ultrasonic sensors are mounted on the wall or
ceiling. Ultrasonic sensors can be used in cartjon with a passive device (e.g., PIR)
to provide a greater probability of detection,\P However, this may also increase the
false alarm rate (FAR), depending on environmetttaracteristics of the monitored area.
Ultrasonic sensors are not affected by heat, thasges in the thermal environment do
not hinder its detection ability. Ultrasonic engig easily contained within a selected
area avoiding the problem of the energy passingutiit walls and detecting activity
outside the protected zone.

b. Conditions for Unreliable Detection: Ultrasonic energy will not pass
through most substantive objects and material, &ogage, shelving), thus creating dead
zones within the coverage area where the senswmreffective. The sensor must be
positioned so dead zones are minimal. Also, ex¢rehanges in temperature or humidity
from the initial calibration may cause a hindramcdetection reliability.

C. Causes for Nuisance Alarms:Some ofthe most common stimuli that
cause ultrasonic sensors to false alarm are airememt from heating, air conditioning
systems, drafts from doors and windows, hissingfpipes, and telephone rings. All of
these stimuli can create noise near or in the adti range, thus triggering an alarm.
Also anything that causes movement, such as aniimadsthe potential to cause an alarm.

4. Typical Defeat Measures: Slow horizontal movement by an intruder acrbes t
area of coverage is often difficult for ultrasosiensors to detect. Proper calibration is
needed to ensure that slow moving intruders will detected. In addition, a



knowledgeable and properly equipped intrudan use special “test lights” to
coverage patterns and circumvent these areas.
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TECHNOLOGY REVIEW # 12

PASSIVE INFRARED

1. Introduction: As the name implies, Passive Infrared (PIR) senamesassive,
that is, the sensor does not transmit a signad; sémsor head simply registers an impulse
when received. The sensor head is typically dividgo several sectors/zones, each
defined with specific boundaries. Detection occwisen an emitting heat source
(thermal energy) crosses two adjacent sector baoi@sdar crosses the same boundary
twice within a specified time.

2. Operating Principle: Passive infrared sensors detect electromagnetiatead
energy generated by sources that produce tempesabetow that of visible light. PIR
sensors do not measure the amount of IR energgegydiut rather the change of thermal
radiation. PIRs “see/detect” infrared “hot” imadey sensing the contrast between the
“hot” image and the “cooler” background.

Infrared energy is measured in microns, with taman body producing energy in
the region of 7-14 microns. Most PIR sensors aceded on this narrow band width. In
order to avoid capturing environmental thermal degns, Rate Of Change measurement
circuitry or bi-directional pulse counting circuyitts employed.

In Rate Of Change measurement, the processoragalthe speed at which the
energy in the field of view changes. Movement lbyiatruder in the field of view
produces a very fast rate of change, while gratkmlperature fluctuations produce a
slow rate of change. In the bi-directional pulsertting technique, signals from separate
thermal sensors produce opposite polarity. An ot@gted/unshielded human entering a
field of view moving at a typical speed (walk oroabk) will normally emit/produce
several signals which allow detection to occur.

When the radiation change captured by the lensesisca certain pre-set value,
the thermal sensor produces an electrical signathmMis sent to a built-in processor for
evaluation and possible alarm.

3. Sensor Types/Configurations: The PIR wavelength is subdivided into two
major range detection categories: one covers Ndearéd Energy (e.g. thermal energy
emitted by TV remote control devices), and the otwowvers the Far Infrared Energy (e.g.
thermal energy emitted by people). It is thisdattategory which is employed in security
applications.



Optics and reflective principles play a very impaitt role in the design and
function of PIRs. Because of the need to precidelus thermal radiation, the
reflection/focusing of the energy waves is done tays: Reflective Focusing and the
Fresnel Lens method.

In Reflective Focusing, the energy waves are cedtd off a concave mirror and
directed into the sensing element. By contratesnel Lens allows the energy to travel
directly to the sensor. Both methods use some aypeotective covering on the sensor,
so the loss of some energy is unavoidable. Howé&ath sensors work quite well.

4. Applications and Considerations:

a. Applications: Passive infrared sensors should be installed oths veal
ceilings, with the detection pattern covering thesgble intrusion zones. Each
detection/surveillance zone can be pictured agarthlight” beam that gradually widens
as the zone extends farther from the sensor wiflerdnt segments being illuminated
while others are “dark”. This design characterisfiows the user to focus the “beam” on
areas where protection is needed while ignoring@ro#lieas, such as known sources of
false alarms. Tower/ceiling mounted PIRs theoaditiprovide a 368detection pattern.

b. Curtain Lens Feature: The interchanging of different lens and
reflectors/mirrors permits the field(s) of view amdnes of surveillance to be changed
and/or segmented. PIR design includes a “Cultaims” feature that provides a full
barrier protection zone by eliminating the typid@ad zones. PIRs with this type are
ideal for protecting hallways or entry points.

C. Conditions for Unreliable Detection: Because the PIR looks for thermal
radiation projected against a cooler backgrountgatien is based on temperature. As
the environment approaches the same temperatutes astruder, the detectors become
less sensitive. This is especially true for envin@nts ranging between 80 - 100 degrees.
Theoretically, if a person was radiating the sasmaperature as the environment, he
would be invisible to the sensor. For this reaagoather type of sensor should be used in
conjunction with the PIR to enhance the system.m@ementary sensors for interior
applications include balanced magnetic switchemsdfireak detectors, and time delayed
CCTV cameras. For exterior applications Video MnotiDetection is a good
complement.

d. Causes for Nuisance Alarms:Heat radiating fronsmall animals and /or
rodents can cause false alarms. Time activatecedp@aters, ovens and hot water pipes
can also provide false alarms if they are in te&lfof view. In addition, PIR sensors that
are not designed with the capacity to filter (iggjovisible light can be affected by car
headlights or other sources of focused light. &ligh infrared energy from sunlight is
filtered by ordinary window glass, objects in amooan become heated over time and



subsequently begin emitting/reflecting infraredrgge If this energy is “turned off/on”,
(such as by the movement of clouds), it can craatendom “on/off” situation, thereby
generating nuisance alarms.

5. Typical Defeat Measures: Shadowing, cloaking or masking the intruding heat
source (person/machine) from the field of view dases the probability of detection as it
reduces the possibility of sufficient radiated/d¢edt heat being focused on the thermal
sensor. In addition, knowing the dead spots of detection pattern can permit an
intruder to bypass active regions. Walking inte sensor rather than across the sensor’s
field of view can also reduce the detection cajgbly not allowing the boundaries of
the detection beams to be broken.
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TECHNOLOGY REVIEW # 13
INTERIOR ACTIVE INFRARED

1. Introduction:  Interior active infrared sensors generate a ourfamttern of
modulated infrared energy and react to a chang¢feeimodulation of the frequency or an
interruption in the received energy. Both of theseurrences happen when an intruder
passes through the protection zone.

2. Operating Principle: Interior active infrared sensors are made up of a
transmitter and receiver encased within a singlesimg unit. The transmitter uses a laser
to create a detection zone. The laser plane jeqieml onto a special retro-reflective tape
that defines the end/edge of the protection zdaeergy is reflected off the tape back to
the receiver, which is located in the same housmgas the transmitter. Upon reaching
the receiver the energy passes through a collettimg that focuses the energy onto a
collecting cell, which converts the infrared enetgyan electrical signal. The receiver
monitors the electrical signal and generates amahhen the signal drops below a preset
threshold for a specific period of time. An inteugassing through the field of detection
will interrupt the signal and temporarily cause $ignal to fall below the threshold value.

3. Applications and Considerations:

a. Applications: Depending upon which type of tape is used as the
reflective medium, coverage patterns can be betWw&e?b feet wide by 17-30 feet long.
In addition, the laser plane angle can be adjutad 37 to 18C¢. This system has a
high probability of detecting intruders. Speed direction of the intruder, and the
temperature of the environment, have no effecteiaaion characteristics.

b. Conditions for Unreliable Detection: Dust or other particles collecting
on the surface of the reflective tape will hindee tletection capabilities. The reflective
tape must have no gaps and be continuous to erdiaigle detection, and the angle from
the sensor to the ends or corners of the tape motigtxceed 45

C. Causes for Nuisance Alarms: The activation of an incandescent light
which shines directly into the sensor itself widrggrate an alarm. Also, incandescent
lights greater than 100 Watts (or sunlight) fallidgectly in line with the tape will be
reflected back to the receiver with a magnitudeificant for alarm signaling.

4, Typical Defeat Measures: Avoidance of the projected laser plane. A
knowledgeable intruder can deduce the field ofghtential detection pattern from the
location of reflective tape, and plan his moveméeatsvoid detection.
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TECHNOLOGY REVIEW # 14

EXTERIOR ACTIVE INFRARED

1. Introduction:  Active infrared sensors generate a multiple bgaattern of
modulated infrared energy and react to a changieeimodulation of the frequency, or an
interruption in the received energy. Both of theseurrences happen when an intruder
passes through the area covered by the beams.

2. Operating Principle. An active infrared sensor system is made up of hasic
units, a transmitter and a receiver. One of thesus located at one end of the protection
zone and the other at the opposite end of the zdine. transmitter generates a multiple
frequencystraight line beanto the remote receiving unit, creating an infrateshce”
between the transmitter and the receiver. Enezgghing the receiver passes through a
collecting lens that focuses the energy into aectithg cell, which converts the infrared
energy to an electrical signal. The receivingt unonitors the electrical signal and
generates an alarm when the signal drops belowsepthreshold for a specific period of
time. An intruder passing through the field of estion will interrupt the signal and
temporarily cause the signal to fall below the shicdd value.

3. Applications and Considerations:

a. Applications: Exterior active infrared sensors are line of sidavices
that require the area between the two units to béommly level and clear of all
obstacles/obstructions that could interfere with R signal. Low spots in the terrain
will create “holes” in the surveillance pattern Vehobstacles/obstructions will disrupt the
“coverage” pattern. Typically, active infrared sers are used in conjunction with a
single or double fence barrier which defines thenpeter to be covered. A sensor zone
length can extend up to 1,000 feet.

Precise alignment of the transmitter to the remeiw critical for reliable detection.
The detection beam is relatively narrow and reguimegular calibration/realignment.
Detector misalignment could be caused by movemeritee ground (e.g., earth tremors),
objects hitting the unit (e.qg., falling rocks, veles, falling trees) or even freezing and
thawing of the ground.

In areas where freezing ground or extreme win@ésexpected, the transmitter
(Tx) and receiver (Rx) foundations should be idethldeep enough to restrict
movement/misalignment of the two units. In aredserg the units are susceptible to
being hit or jarred, protective barriers shoulditsalled around them. Snow and grass
around the Tx and Rx should be removed by handlawdy to prevent damage or
misalignment of the units.



b. Conditions for Unreliable Detection: Weather conditions such as fog,
heavy rain or severe sand/dust will attenuate ttiemned energy and can affect the
reliable detecting range. In areas where conditliike these are routine, another type of
device should be considered, or the detection sboald be decreased to compensate for
energy reduction.

C. Causes for Nuisance Alarms:Major causes of nuisance alarms are those
that involve animal interaction with the protectatka. Vegetation also can pose a
problem if allowed to grow to a size its movemecdaused by windy conditions) will
generate an alarm.

4. Typical Defeat Measures: Since active infrared detectors are line of sight
devices, the most common method of defeat is brgiginneling under the detection
beams. For this reason it is recommended thatlgsyor gullies between the transmitter
and receiver units/columns be filled in to make dhea uniformly level. Another typical
defeat measure is to use the Tx and Rx columnsupport to vault over the detection
beams. This can be prevented by overlapping tamlzketection zones.
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TECHNOLOGY REVIEW # 15
DUAL-TECHNOLOGY PASSIVE INFRARED / MICROWAVE

1. Introduction:  Dual-Technology Passive Infrared/Microwave sensosg a
combination of both microwave and passive infratechnology in combination with
AND logic to provide a lower False Alarm Rate (FAR)santhan either of the sensors
independently. This category of sensors are tllgioeferred to as Dual-Tech.

2. Operating Principle. In this type Dual-Technology sensor, a passives@e
(PIR) and an active sensor (Microwave) are combimtd one unit. Both sensing
elements are located in a single casing, and ameecbed electronically by using tA&D
Logic function. The areas of coverage for eachsgerare similar in shape so the
detection zone is uniform. Since the two sensalisnet “sense” an intrusion detection
precisely at the same instant, the system is dedigo generate an alarm when both
sensors produce an output in a pre-selected tineyval. NOTE: The technical
parameters and operating characteristics of eatdosare described in previous reviews
(Tabs 6 and 12).

3. Applications and Considerations:

a. Applications: The sensors can be installed along a perimetey & fence
or a delineated buffer zone, or as a defense dgainsders approaching a door or wall.
To further enhance the probability of detectionag®/video motion detection equipment
can also be installed to survey the intrusion/agginazone. In addition to increasing the
detection potential, this capability permits setyupersonnel to assess the nature of the
“intrusion/alarm” immediately and remotely.

Although a dual-technology sensor does reducéalke alarm rate (FAR), it also
reduces the probability of detection, since bothsees must have a positive detection
before initiating an alarm. The mathematical ptlitgt of detection for the dual-tech
unit is the product of the probability of detectifmm both individual units. For example,
given a theoretical individual detection of rate @& cent and 98 percent, the detection
percentage for the Dual-Technologyn@ logicconfiguration) drops to 97.02 percent.

b. Conditions for Unreliable Detection: Since passive sensors have the
greatest probability of detection when the intrugemoving transversely, and active
sensors have the greatest probability of deteettoen the intruder is moving radially, the
position of the sensor will dictate a positionade-off that diminishes the sensor’s
detecting ability. Any condition that causes umagle detection for the microwave
sensor, as described in Tab 6 or the PIR sensdalnl12, can cause problems for the
dual-tech sensor because &ND Gate Logic function needs signals from both sentors
generate an alarm.



Likewise, any environmental conditions that afféelseé performance of either
sensor will reduce the effectiveness of the duatkteHowever, dual-technology sensors
can be both cost effective (cheaper than purchaswegindividual sensors) and FAR
beneficial if employed in a predictable and/or colkd environment.

C. Causes for Nuisance Alarms: Nuisance Alarm Rate for the dual
technology sensor is very low, however, a combamatf environmental conditions (e.g.
fluorescent lights, heater exhaust) may cause fds$ection. Environmental conditions
that affect each sensor individually should be mered (compensated for) to keep from
reducing effectiveness of the dual technology unit.

4, Typical Defeat Measures.Knowledge of the dead spots in the detectiorepatt
will permit an intruder to bypass all active regon Short of this knowledge, extreme
slow motion movement is difficult for microwave sems to detect, and blocking or
masking the infrared sensor’s field of view cartter decrease its sensitivity and reduce
the probability of sufficient “heat” being detectbg/focused on the PIR portion of the
sensor. In addition, walking into the PIR sensather than across its field of view, can
reduce the detection capability of the sensor ly‘lm@aking” the boundaries of the PIR
detection beams.



TECHNOLOGY REVIEW # 16

FENCE VIBRATION

1. Introduction: Fence vibration sensors mounted on fence falatiect frequency
disturbances associated with sawing, cutting, alabor lifting of the fence fabric.

2. Operating Principle: All of these type actions generate mechanichfafions
and/or stress in the fence fabric that are diffefeom the vibrations associated with
normal or natural occurring environmental activapd typically have higher frequencies
and larger amplitudes. Fence vibration sensorscti¢hese vibrations by using either
electro-mechanical or piezoelectric transducergnas from the transducers are sent to
the signal processor to be analyzed. Upon arrivamgthe processor, frequencies
uncharacteristic of intrusion are filtered out.eduencies characteristic of intrusion are
passed through the screening filter, thus triggeaim alarm.

3. Sensor Types/Configurations: There are two basic types of fence vibration
sensors: Electro-mechanical sensors, whose sigonakgsor has a pulse accumulation
circuit that recognizes momentary contact openmigslectromechanical switches; and
Piezoelectric, whose signal processor respondset@mplitude, duration, and frequency
of the transmitted signal.

a. Electro-Mechanical Sensors: Electro-mechanical sensors use either
mechanical inertia switches mercury switcheto detect fence vibration or stress.

Mechanical-inertiaswitches consist of ébration sensitive madbat rests

on two or three electric contacts thus creatingpaed circuit. The mass is movable and
reacts to minute changes in the vibrations (freqies) generated in the fence during a
penetration attempt. The vibration disturbs thesrend is moved/separated from one or
more of the contact points momentarily opening ¢hieuit and creating an alarm. In
some sensors the mass is intentionally constraneeistricted by some internal guides to
ensure that only a significant vibration will causevement, break the circuit and
activate the alarm.

Mercury switchesconsist of a glass vial containing a small amooint
mercury with a set of normally “open” electricalntacts located in close proximity, but
not touching or immersed in the mercury. An impdisturbance of the fence fabric
causes the mercury to be displaced from its noresting position, making momentary
contact with one of the electrical contacts anaiting an alarm.



b. Piezoelectric Sensors: Piezoelectric sensors convert the mechanical
impact forces generated during an intrusion atteimiat electrical signals. Unlike the
open/close signal generated by electro-mechanecalass, piezoelectric sensors generate
an analog signal that varies proportionally in atage and frequency to the vibration
activity on the fence fabric. These signals arg s&the signal processor for evaluation,
where they first pass through a filter that scremrtssignals uncharacteristic of intrusions.
The signal processor then interprets the remaisiggals to determine if sufficient
activity has occurred to warrant an alarm.

4. Applications and Considerations:

a. Applications: Fence vibration sensors perform best when mounted
directly to the fence fabric. Each sensor is emted in series along the fence with a
common cable to form a single zone of protectiohe Bensor zone lengths have a
recommended range of 300 feet.

Vibration sensors are the most economical fennsmeand the easiest to install.
The sensors have a high probability of detectingugion and work well protecting
properly installed and maintained fence lines.

In-ground vibration (seismic) sensors installefheent to the perimeter fence (in
a controlled zone within the overall protected @rean provide additional detection
capability protection in case the vibration sensominted on the fence are bypassed by
tunneling or careful climbing.

Another type of enhancement focuses on addingnrdton about the prevailing
weather conditions to increase or decrease thatiségsof the processor. A weather
sensor station can be mounted on the fence liieetd information to a field processor.
The field processor then adjusts vibration alarmsgwity based on inputs from the
weather station to ensure an effective sensitrabge is maintained.

Mounting volumetric motion detection devices (rowave, active infrared) along
the perimeter of the fence will also enhance deteateliability. Determining which
volumetric (area monitoring) device to use will dad greatly on the environment,
terrain and length of the fence line.

Because vibration sensors are prone to activdtmm all types of vibrations,
additional sensing equipment is frequently addedh® processor capability to reduce
false activations. One type of enhancement igpthse count accumulator circuit. With
this device, sensitivity is determined by a numtifeipulses” required to create an alarm.
A pulse is a specific amplitude of activity occagidue to fence stress or vibration
associated with cutting chain links or climbing fieace fabric. A minimum number of
pulses is required during a preset period of tiefele an alarm is generated.



b. Conditions for Unreliable Detection: Proper installation and spacing of
sensors is critical to reliable detection. Poorligypiéences with loose fabric can create too
much background activity (flexing, sagging, swayinigitially generating false alarms
and eventually transmitting little reliable intrasi activity. Likewise, adverse weather
conditions can cause sensitivity settings aboveibelhat is required for reliable
detection to occur. Fence corners pose partichialienges for readily detecting intrusion
vibrations, because of the increased bracing ofehee posts and more solid foundations
typically used at a corner or turn-point.

C. Causes for Nuisance Alarms: Shrubbery and tree branches as well as
animals and severe weather that come in contatt thé fence can cause the fence to
vibrate, triggering the sensors to readh areas with high wind or numerous animal
interactions with the fence line, vibration senssh®uld not be usedVibration sensors
should only be used in areas/circumstances whergahar man-made environmental
vibrations are minimal or non-existent. Vibrati®ensors are not satisfactory nor are they
reliable in areas/situations where high vibratians likely to be encountered, such as in
close proximity to construction sites, railroadcslyards or highway and roadway
activity.

5. Typical Defeat Measures: The most common defeat method is to avoid
contact with the fence by bridging it. Overhanginges and structures can assist the
intruder in this regard. Similarly, cars, busesicks, equipment or storage containers
positioned/parked next to the fence can serveat®opis for jumping/bridging the fence.
Although less common, deep tunneling, if accomplgshvithout contacting the fence
supports, will allow an intruder to bypass a fenamunted vibration sensor system.
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TECHNOLOGY REVIEW # 17

ELECTRIC FIELD

1. Introduction: Electric field sensors generate an electrostatield
between/around an array of wire conductors anelectrical ground. Sensors in the
system detect changes or distortion in the fieldhis can be caused by anyone
approaching or touching the fence.

2. Principle of Operation: The E-field sensor consists of an alternatingesr
field generator which excites a field wire (tworapre sensing wires), around which an
electro-static field is created and an amplifignsil processor which detects changes in
the signal amplitude of the sensing wires. Theradting current on the field wire
creates an electrostatic field in the air betwéenfield wire to ground. When an intruder
enters the “field”, large amounts of the electri@aige flow through the intruder due to
the human body disrupting the field. The procesitects this change and generates an
alarm.

To reduce false alarms, the signal goes throudiitex which rejects high
frequencies caused by wind vibration and low freqies caused by objects striking the
fence wires. However, the filter allows frequesci@ssociated with intrusion
characteristics to continue to the processor. h&trocessor, three conditions must be
met to signal an alarm: the signal amplitude museed a preset value that discriminates
small animals, the frequency must be in a rangeishassociated with humans, and the
signal must persist for a set period of time. Oth@se conditions are met, the processor
signals an alarm.

3. Applications and Considerations:

a. Applications: E-field wire configurations are mounted on fréarsling
posts or chain link fences. All the wires are ntednparallel to each other and to the
ground, thereby achieving uniform sensitivity aldhg fence length. Springs are used at
the connectors to ensure tension reducing vibrattased by wind.

An advantage that an E-field sensor has over ottyece sensors is the self
adjusting circuit, located in the processor, thgecats wind and ambient noise. This
circuit not only requires the amplitude of an isian attempt to exceed a preset level, but
also for a preset period of time. The E-field serss an extremely low Nuisance Alarm
Rate. In some cases bridging and tunneling castebected, depending on how close the
disturbance activity is to the sensor. Sensor remgth can extend up to 1500 feet. The



E-field sensor should be considered if bridginguomneling are expected intrusion tactics.
Other fence sensors (vibration, taut wire) can dded to provide a higher level of
detection probability.

b. Conditions for Unreliable Detection: Adverse weather conditions such
as rain and snow can create problems, as cannigigtstorms. In addition, vegetation
and animal movement along the fence line can ctieseensors to react. Large spacing
between wires should be avoided, as it is posslmove between the wires without
causing an alarm if sufficient space exists.

NOTE: Although Electronic Magnetic Interference (ENH)not normally a major factor,
interference difficulties can arise in situationeere multiple systems are deployed in a
congested area, unless different frequencies ackseach sensor.

C. Causes for Nuisance Alarms: Anything causing excessive fence
vibration such as weather, birds, and animals wihtribute to nuisance alarms.
Overgrown vegetation coming in contact with thecteiine can also be a problem and
should be avoided by keeping grass and shrubbeay of the fence.

4. Typical Defeat Measures: Although electric field sensors provide some nsean
of detecting underground intrusion activity becaasealisturbances in the electric field,
the sensor field can be bypassed by deep tunn@ifget or more) or bridging over the
fence.
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CAPACITANCE

1. Introduction: Capacitanceensors detect changes in an electrostatic fielated
by an array of wires. A signal is generated whemnn&ruder changes the capacitance of
the field by approaching or contacting the wires.

2. Operating Principle: Capacitance sensors consisting of three closedgesp
wires are arrayed and installed on the top of adenA low voltage signal is induced in
the wire array creating an electrical field witke tfence serving as the electrical ground.
A sensor processor continually measures the diftedecapacitance between the sensing
wires and ground.

Once a change in the signal is detected at theepsor, a filter screens the signal
and allows signals which meet the parameters deemaccteristic of an intruder to be
forwarded. When this occurs, an alarm signal regated.

3. Applications and Considerations:

a. Applications: Three strands of closely spaced 16 gauge wimna fiie
sensor array. The wires are secured to a fenceottopall by using high dielectric
brackets. The brackets can be adapted to anyebdmt are most commonly used on
outriggers atop chain link fences. The sensor segican extend 1,000 ft.

Capacitance sensors are usually mounted on theftepisting fence fabric, and
normally require physical touch to activate therrala However, by increasing the
sensitivity level, a presence in close proximityi dze detected without direct physical
contact with the array. Because of the high magntocation, it is recommended that
other sensors be used in conjunction with this igordtion to detect lower level
intrusion actions (e.g. cutting of the verticalderfabric).

Due to the system’s operating principle, weathet BMI/RFI have no affect on
the sensor’s detection ability. There is a Heylel of maintenance required to assure the
capacitance characteristics of the fence are aladysted.

b. Conditions for Unreliable Detection: Unreliable detection may occur
from vibrations caused by weather and animals,rpnééed as intrusion attempts.
Vegetation coming in contact with the fence willadge the capacitance, thereby
affecting the detection characteristics. To avaid,tproper landscaping maintenance of
the fence line must be done (grass cut, trees redy@hrubs removed).



C. Causes for Nuisance Alarms: Animals, such as birds and squirrels,
contacting the fence will generate an alarm. Tais be reduced by removing possible
food sources (shrubs, grass).

In addition, blowing debris, or anything makingypital contact that changes the
characteristics of the fence, may generate an atandlition. Inducing tension with
springs at the termination points can reduce tossibility.

4. Typical Defeat Measures: Bypassing the sensors by tunneling or bridging is a
method of defeat.
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STRAIN SENSITIVE CABLE

1. Introduction: Strain sensitive cables are line sensors thatlestrie energy as a
transmission and detection mediuithe line sensors maintain uniform sensitivity over
the entire length of the protection zone. The cabfes from the signal processor to an
end-of-line resistor, which guards against cuttistgprting or removal of the cable from
the processor.

2. Operating Principle: When mounted on the fence, the cable is subjeded t
mechanical vibrations caused by attempts to cuhbcbr raise the fence fabric. These
stresses induce electrical signals in the cable@grtional to the force exerted. The
signals are then sent to a processor for filtravbrsignals characteristic of intrusion.
“Listening” features can be incorporated into tkesor capabilities, enabling the user to
"hear" what caused the alarm.

3. Sensor Types / Configurations: There are two basic types of strain sensitive
cables: Coaxial, which uses a specially sensitizedxial cable where the center
conductor carries a permanent electrostatic change, Magnetic Polymer, which uses
two semicircular magnetic polymer conductors sdpdrdy an air gap containing two
uninsulated wires.

a. Coaxial Cable: The strain sensitivecbaxial" cable conducts a permanent
electric charge along the center of the cable. cemer is covered with a non-conductive
material which is encased in braided wire. Thde#&bthen coated with an ultraviolet
resistant coating, allowing it to be mounted disecin the fence fabric. An electrical
signal is constantly maintained on the coaxial eatbhile attached to the fence. When
intrusion is attempted by cutting, climbing or mag of the fence fabric, stress and
vibrations occur. These stresses produce an ieldcsignal proportional to the force of
the stress on the fence itself. The signals ae pgassed through a filter, allowing only
signals characteristic of an intrusion to pass. eWa signal received at the processor, is
significant enough to register a detection, annalargnal is generated. At that time, if
incorporated, the user can use the listening fedtuthear" the vibration noise to which
the sensor is reacting. The sound is similar totvehperson would hear if their could
press their ear to the fence post.

NOTE: Strain sensitive coaxial sensors are vernsiige to high Electro-Magnetic
Interference (e.g., power substations) and Radiquancy Interference (RFI).



b. Magnetic Polymer: Strain sensitive magnetic polymer'table sensors
function as poles of a linear magnet. This is doy@airing two semicircular, magnetic,
polymer conductors and separating them by an a@ir Javo insulated wires run between
the polymers. Parallel to these wires are two sulated wires free to move in the air gap
between the magnetic field created by the polynoeidactors. Vibration and stress on
the fence fabric cause the active conductors (utatesd wire) to move within the air gap.
When this movement takes place, slight electrinaig are generated and sent to the
signal processor. The processor compares thel sigdagenerates an alarm if it's outside
the pre-calibrated parameters. Processors aréallathat “learn” from normal fence
fluctuations and revise the data, thus enhanciegérformance of the system.

The "magnetic polymers’multiple conductors form a symmetrical and balance
pair configuration which makes the cable essegtialhsucceptible to both Electro-
Magnetic Interference and Radio Frequency Intenfaze Its low impedance creates
higher signal-to-noise ratios, which provide maraté signal processing. The magnetic
polymer cable also functions as a transducer miwop, and can have a “listening”
operation implemented in the system, allowing teeruo audibly interpret the activity
taking place at the fence line.

4. Applications and Considerations:

a. Applications: The cable is shielded with an ultraviolet resisteoating,
and is designed to be mounted directly to the féabac. Strain-sensitive cables should
be installed using ties halfway between the botimd the top of the fence. Also,
stainless steel wire ties (vs. plastic ties) shdutdused to prevent silent removal by
burning (e.g. cigarette butane lighter). Sensareziengths can extend up to 1,000 feet,
however, a quality fence and stable installatianragcessary for reliable detection.

Intrusion detection probabilities can be enharmedounting volumetric motion
detection devices (microwave, active infrared) gldhe perimeter of the fence line.
Other fence sensors (e.g., electric field) canrbpleyed in tandem to provide increased
detection possibilities.

In addition, Video Motion Detection cameras modnie view the protected area,
will provide another layer of detection potentidiile also allowing security personnel to
assess the alarm visually.

b. Conditions for Unreliable Detection: Poor fence construction and/or
unstable installation and lack of proper mainteeani! decrease detection potential.

C. Causes for Nuisance Alarms: Severe weather can present nuisance
alarms; however, with proper calibration and iatadn most normal weather problems
can be avoided. Routine animal-caused alarms cafiltbeed out by employing the
listening device to determine legitimate intrusggnals from false ones.



5. Typical Defeat Measures: As with other fence-based sensors, bridging aver
tunneling under, the fence will bypass the detectigstem. Also, an intruder conscious
of the system installation and configuration may dide to climb the fence without
detection.
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STRAIN SENSITIVE CABLE (MAGNETIC)
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STRAIN - SENSITIVE CABLE (APPLICATIONS)
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FIBER OPTIC FENCE

1. Introduction: Fiber optic sensors use light rather than el@ttrior transmission
and detection. Fiber optic cable is ideal for mpowation into existing fences, or it can be
used as stand alone fencing.

2. Operating Principle: Optical fiber is a fine, strong strand of glagsother
optical medium. It is often called a wave guidedese the optical fiber guides light
waves from a light source at one end to a detemtdhe other end of the fiber. In
operation, light is pulsed through the fiber in @mer similar to an electric signal
through a wire. Fiber optics, however, offer salatistinct advantages over other
conductive materials. Optical fiber is immune tectrical interference and Electrical
Magnetic Interference (EMI) disruption. It is imsically safe and uses very stable
equipment, making it highly reliable overall. Tpewer of light passing though a fiber
optic is measured in decibels (dB) of light energyth the fiber optic absorbing
approximately 3 dB of light per kilometer, allowingse of the system over great
distances.

3. Sensor Types / Configurations: Depending on the processor used, two basic
types of fiber optic sensors can be employed: r fdygic continuity, which requires the
fiber optic strand to be broken to initiate an usion alarm, and fiber optic
microbending which detects alterations in the light patternssal by movement of the
fiber optical cable.

a. Fiber Optic Continuity: The fiber optic continuity sensor is similar to
any closed loop device. As long as the sensorecadrhains intact, with light passing
from the transmitter to the receiver, no alarmrams$mitted. If the cable is broken, the
signal transmission ceases and an alarm is gederate

In one form a composite strand sensor is combwdid a fiber optic continuity
sensor within a barbed steel tape. An installestesy appears similar to a taut wire
installation, however, it does not require the nagatal activation of switches, making
preventive maintenance and repair of the systene mffordable. The fiber optic barbed
tape can be used as a free standing fence or beapplied to an existing fence. It can
also be attached to walls and buildings.

b. Fiber Optic Microbending / Disturbance: As the name implies, the fiber
optic cable must be bent or disturbed in some wagffect the wave guide of the light
being transmitted and thereby signaling a distucbarDetection is a function of stress on
the fence fabric.



The fiber optic cable acts as a line sensor whstalled on the fence fabric itself.
The system contains an electro-optics unit, whrelndmits light using an LED for the
light source. The light travels through the filmgrtic and is picked up by the detector,
which is very sensitive to slight alterations ire ttransmission caused by vibration or
strain on the fence. When an adequate alteratitimei light pattern takes place, an alarm
signal is generated.

4. Applications and Considerations:

a. Applications: Fiber optic fence sensors should be mountedtdliren, or
woven into, the fence fabric. A quality and stablgtallation of the fence is necessary for
reliable detection. Freedom from rattles, clarksycking sounds, and vibration/stress
activity maximizes line sensor quality. The mocé\aty that exists around the fence, the
lower the sensitivity setting for the system, ahd less likely the system will detect an
intruder.

To enhance the potential for intrusion detectibtmground sensorscan be
installed within the protected fence area providargpther level of detection. Video
motion detection cameras mounted outside or irtkidgrotected fence area can increase
the intrusion detection potential, and allow sdgysersonnel to assess the intrusion zone
visually. An additional way to enhance the seguoit a fiber optic fence is to mount a
volumetric motion detection device (e.g. microwaaetive infrared) along the perimeter
of the fence.

b. Conditions for Unreliable Detection: Poorfence quality (stability) is the
most common condition for unreliable detection.os® fence fabric and poor stability
cause the sensitivity setting for the fence to Akbrated lower than preferred. This
makes the system less likely to detect an intrud&¥hen properly installed on a good
quality, stable fence or installed in a taut wikelconfiguration, the system is very
stable.

C. Causes for Nuisance Alarms: Although the system is impervious to
transient voltage/lightning strikes, system prolderan be created by Radio Frequency
Interference (RFI), Electro-Magnetic Interferenc&EM(), extreme changes in
temperatures and blowing debris. Although mostmabrweather conditions can be
screened out by the alarm processor, extreme weatiellence that disturbs or damages
the optical fiber cable can create nuisance alaim@ddition, animal activity coming in
contact with the fence can be interpreted as humctnity, falsely signaling an intrusion
attack.

5. Typical Defeat Measures:Bridging or tunneling will bypass the fence and,
therefore, bypass the sensor. Careful or assadtedbing, particularly at the more rigid
turn points, may not produce the activity leveluiegd for alarm activation.
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TAUT WIRE

1. Introduction: Taut wire sensors combine barbed wire fencing vmticro-
switches to detect changes in tension on the féslmec, rather than the vibration or
stress associated with fence disturbance sensors.

2. Operating Principle: The taut wire sensor is actually a series afraswitches
connected to tensioned barb wire installed on dpeof a chain link fence or installed as
the fence itself. The switch consists of a movatgater rod “suspended” inside a
cylindrical conductor. In the normal “open” positi the center rod is in the middle of
the cylinder, and does not touch the outer cylinder

Switches are installed approximately 6 inchestapaa vertical line on the inside
of a tamper-proof case/enclosure that is mounted tence post near the middle of the
sensor zone. The enclosure stands the full hefjkite fence and can be designed to
project outward to include outriggers, if desirebhdividual strands of barbed wire are
tensioned and attached to the switch so that th&elswemains in the normal “open”
position. Increasing or relaxing the tension o thire, which would happen if an
intruder attempted to climb, spread or cut the wgeises the inner center rod to come in
contact with the outer cylinder, “closing” the tact and initiating the alarm sequence.

A unique, critical feature of the switch is a ple, plastic support for the switch
housing. This material exhibits cold-flow propestithat allow the switch to always
assume a neutral position when acted upon by graskiarnal forces such as fence
settling or freezing/thawing temperatures. Thigitdee prevents the switch from
becoming pre-stressed thereby altering the intesdaditivity of the sensor.

The sensor is not overly susceptible to wind comias, and a firm pull/force is
needed to activate a switch. The Taut Wire designtended to activate an alarm on the
first switch contact, as this may be all that islicative of an intrusion attempt or
penetration action. Regular tensioning (mainteapiof the system is critical to ensure
the system performs as intended.

3. Sensor Types/Configurations: Taut wire sensors can be mounted in two
different configurations: (a) on top of an existif@nce in conjunction with barbed wire
outriggers to provide protection from climbing,(b) as the fence fabric itself.

a. Outriggers: In situations where the taut wire sensors arentaslion the
top of an existing fence using barbed outriggémsy tare targeted to deter/detect intrusion
attempts by climbing. In this configuration, thensors will have little affect on the



cutting of the lower fence fabric, potentially allmg undetected access. Because of this
vulnerability, it is recommended that another tgbsensor (e.g. vibration), which can be
mounted on the fence fabric, be used in conjunctidh the taut wire system to detect
cutting or raising of the fence fabric in the lovsection of the fence.

b. Fence Fabric: If mounted as the fence fabric, strands of bdmge in a
single zone are supported at each fence post, exicepswitch assembly post, by a
supporting bar. The supporting bars loosely supibar strands of barbed wire, allowing
them to move freely to activate the taut wire shats.

NOTE: The combination of these two techniques i@y an integrated barrier that
detects cutting, climbing, and raising of the fefadaric. An advantage to this method is
its high reliability, low False Alarm Rate (FAR Yafow Nuisance Alarm Rate (NAR).

4. Applications and Considerations:

a. Applications: Taut wire sensors are used to protect perinfietee lines.
They are one of the most expensive fence senstensys because of the laborious
installation and maintenance time required. Taurewsensors are very reliable, and
provide a high probability of detection and an extely low false alarm rate. Because of
these features, taut wire sensors are usuallylledtat high risk facilities. However,
tedious, regular tensioning of the system is rexguito ensure the system performs as
intended.

Exertion needed on the wire for activation is sabial, therefore, weather is not
a factor in consideration for this sensor. Typigatimall animals do not pose a threat for
false alarms either, because of the magnitude3& pound force needed for activation
of the sensor.

To enhance the system, in-ground sensors candbal@d inside the protected
fence area, providing protection in the event thet twire sensors are bypassed by
tunneling or bridging. Furthermore, mounting voktnt motion detection devices
(microwave, active infrared) along the perimetertioé fence will also increase the
probability of detection. However, determining walinivolumetric device to use will
depend greatly on the environment, terrain andtkengthe fence line. In addition, video
motion detection cameras mounted outside or in$iderotected fence area can provide
a second level of security while also allowing parsel to assess the alarm quickly.

b. Conditions for Unreliable Detection: The system is one of the more
reliable fence-based detectors, as it is less ptibte to environmental conditions and
small animals. However, improper maintenance (temsg) of the sensors can cause
conditions for unreliable detection.

C. Causes for Nuisance Alarms:Medium to large animals that “push” the
fence while grazing or nesting can generate amalar



NOTE: Because of the expense of taut wire systéney, are usually installed at high
risk facilities where sterile areas prevent unititeral contact with the fence itself.

5. Typical Defeat Measures: Tunneling or bridging the fence itself. Tunngliis
most likely to occur at a mid-point between fenaestp in relatively soft ground.
Bridging can occur anywhere along the fence linigh the most likely locations being
those that are not under regular observation origeathe greater degree of concealment
during the approach.
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IN-GROUND FIBER OPTIC

1. Introduction:  Fiber optic sensors are also used as an in-gropressure-
sensitive, detection system. In operation, lightpulsed through the fiber optic in a
manner similar to an electric signal through a wikéght, when introduced into the core
of the fiber optic, is retained by a process oéltatternal reflection until it exits onto a
receiving device, however, external pressures enctble create changes in the signal
flow.

2. Operating Principle: The fiber optic cable acts as a line sensor liestan the
burial medium itself. The system contains an eteoptics unit which transmits light
using an LED for the light source. The light trisvhrough the fiber optic and is picked
up by the detector, which is very sensitive tolgliglterations in the transmission caused
by vibration or strain in the burial medium caud®d walking, running, jumping or
crawling. When an adequate alteration in the lggttern takes place, an alarm signal is
generated.

3. Applications and Considerations:

a. Applications: In-ground fiber optic fence sensors should be ilesta
away from poles or trees. |If installed near polbg detection zone should be at a
distance equal to the height of the pole. Theasnshould not be installed in or under
concrete or asphalt. The installation area shbalkk proper drainage to prevent water
from collecting over the detection zone.

b. Conditions for Unreliable Detection: Areas with erosion problems,
because of extensive rains and/or a lack of végataan cause the fiber optic cable to
become either exposed or buried deeper in the sbhis will cause the sensitivity
settings for the fiber optic cable to be ineffeetiv

C. Causes for Nuisance Alarms: Tree roots can be a cause for nuisance
alarms. This is because windy conditions abovemfauhich can cause movement in the
roots and in turn bend the fiber optic and triggeralarm. Large animals passing over
the detection zone can also generate alarms.

4. Typical Defeat Measures.Bridging over the sensors will bypass the system.

NOTE: It is recommended that a volumetric sensag.( microwave) be used in
conjunction with a fiber optic system to enhanctedion probability.
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PORTED COAX BURIED LINE

1. Introduction: Ported Coax Buried Line Sensors are coaxial satilat have
small, closely spaced holes in the outer shieldes€hopenings allow electromagnetic
energy to escape and radiate a short distance.sskms from these cables create an
electric field that is disturbed when an intrudetees the field.

2. Operating Principle: Ported coaxial cables are installed in pairsy@amately

5 feet apart. Processors emit a pulse of RF erikergygh one of the cables and receive it
through the other. The speed at which the pubseels is constant, creating a standard
amplitude signature that is picked up by the sigmatessor. This signature is stored and
continually updated to account for minor/graduabarades in the burial medium and
environment. When an intrusion is attempted, thisgsignature changes radically, and
is picked up by the signal processor. If the vama falls outside of allowable
parameters, an alarm signal is generated.

3. Sensor Types / Configurations:There are two basic types of buried ported coax
sensors available: (a) Continuous wave sensorgarRulsed sensors. In both cases, the
cables are installed in pairs.

a. Continuous Wave: With Continuous Wave sensors the RF energy is
transmitted simultaneously by both cables and veceby the opposite number. The
energy emission is constant, thus creating a detecone above ground with a
continuous surface. When an intruder enters ttiectien zone, the electric field is
disturbed, signaling the processor to generatdaama

b. Pulse: Pulse sensors emit a pulse of RF energy thromghcable and
receive it through the other. The speed at whiehpulse travels is constant, creating a
standard amplitude signature that is picked uphlkysignal processor. This signature is
stored and continually updated to account for savall changes in the burial medium
and environment. When an intrusion is attemptkd, dulse signature changes and is
picked up by the signal processor. If the varratialls outside of allowable parameters,
an alarm signal is generated.

4. Applications and Considerations:
a. Applications: The cables are buried approximately 9 inches bdlmv

surface of the ground, depending on the soil dgnsiteating an electric field
approximately 3-4 feet above the ground that exdeid?2 feet wide. The variation in



zone size depends on cable separation and thectdrastaics of the burial medium. With
this sensor cable, zone length can extend up tdex0

Routing the cables underneath chain link fenceaillshbe avoided. If metallic
pipes or cables must be routed through the seraue dield, they should be buried at
least 3 feet below the ported coaxial cable. Whstalling the cables along or near fence
lines, the cables must be installed between 6 d@hde#t from the fence to avoid
distortions and to reduce potential false alarmssed by the motion of the fence fabric
disrupting the detection field. A video motion edion system can be used to
complement the cable sensor and provide secunigopeel with the capability to assess
alarm locations quickly and safely.

b. Conditions for Unreliable Detection: Because of the limited height of
the detection zone, sites that experience heawyfafiare prone to unreliable detection.
Also, burial mediums that have drain ducts locdtedeath the buried cables will pose a
problem if ducts are not constructed of metal. &Misturbance of standing water over
the cables also causes erroneous signals, theréferdurial zone should be graded to
provide immediate runoff and good drainage.

NOTE: Ported Coax sensors are affected by My from sources such as large
electrical equipment or electrical sub stations simalild not be used in close proximity to
these type installations.

C. Causes for Nuisance Alarms: Movement of nearby metallic fence
fabric, vehicles and signs, as well as organic abjée.g., people, medium to large
animals, medium to large vegetation), can causemala Individual small animals
typically do not have the magnitude to effect tlystam, however, a congregation of
small animals can generate an alarm.

5. Typical Defeat Measures: Bypassing the area by bridging over the detactio
zone is the principle method employed.
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TECHNOLOGY REVIEW # 24
BALANCED BURIED PRESSURE

1. Introduction: A Balanced Buried Pressure line sensor is arromsgd system
that detects vibrations and seismic energy. Tleesegy waves are typically caused by
personnel, animal or vehicular movement acrosssthtace of the ground in which the
sensors are installed.

2. Operating Principle: Pressure line sensors consist of pressurizededlend,
pliable tubes or hose segments filled with wateawrantifreeze-like solution. Usually
two sensors tubes are used per zone. The zone&vsizary depending on soil density
and composition, and the nature of any surface nmate The tubes are very sensitive to
changes in pressure and react to pressure exemtdtleomedium in which they are
implanted/buried. A processor monitors/regulates pressure inside the tubes and
generates a signal if the pressure deviates frdetexmined norm.

When an intruder/vehicle approaches the detectmme, the ground starts to
compress in direct relation to the extend of trespure waves exerted by the weight and
movement impact. The impact caused by a runndronghte a greater pressure than a
walker, a heavy person walking upright will creaegreater pressure than a smaller
person moving on hands and knees. The buriedseihsor nearest the point of pressure
reacts to the energy (pressure) carried throughsthile (buried medium) and in turn
changes the pressure in the farthest tube propailyo The pressure sensing unit detects
the change in pressure in both tubes and genexatekectrical signal proportional to the
pressure exerted. The signals from both tubescamepared and transmitted to the
analyzer. When the pressure between the two ®ke=eds a pre-set value, the analyzer
generates an alarm signal.

NOTE: A self-compensating valve is used to mamtpressure within the tubes,

adjusting to gradual/moderate changes associatddtia@ burial medium such as those
caused by moisture content (rain) or temperatuaagés (frost/drought). However, this
valve does not adjust to rapid changes in pressymeal of personnel and vehicle

movement, and other man-made or sudden natural mews such as earthquakes or
explosions.

3. Applications and Considerations:

a. Applications: The detection zone is created by burying the tubes
approximately 4 feet apart, with the pressure-sgnanit linked and placed between the
sensor tubes. Depending on the nature of the #vd, type of system can create a
detection zone with up to a 350 feet radius. Téptll at which the tubes are placed
depends on the composition of the medium in whinghtubes are placed. Normally, 10



inches is sufficient for earth and sand. Soil vathasphalt covering requires tubes to be
placed at a more shallow depth of 4 - 8 inches. eNVivorking with a concrete
surface/area, the sensor tubes should be buriedogreath the under surface of the
concrete.

NOTE: Concrete is not a good conductor for tHatine “light” pressure waves created
by personnel, and in fact it serves as a good latsti, thereby reducing the probability
of human movement being detected. Therefore, ikssential to employ additional
surveillance/detection means when dealing with rgpa of concrete and possible human
movement.

b. Conditions for Unreliable Detection: Because of the differential
pressure principle employed and the nature oféifecempensating valve, the system has
a high degree of immunity to typical environmentadise and weather conditions.
However, tree roots closer than 10 feet to the@esst can pose a problem due to the
potential for windy conditions above ground camsfar pressure waves into the ground
via the root system generating an alarm. Alscasweith heavy snowfall (and/or shifting
sand) may have trouble with the system properhsisgnseismic vibrations, depending
on the depth and composition of the snow/sand.

C. Causes for Nuisance Alarms: Improper installation or calibration can
cause normal activity to be interpreted as intnusidlso, proximity to heavy road/rall
traffic or seismic activity from pulsating or skkomachinery can cause nuisance alarms.

4. Typical Defeat Measures: Avoiding the potential zone(s) of detection;
cushioning movement vibrations, dispersing/loweringnpact energy, and/or
bridging/planking over or through the detection eare all, in varying degrees, viable
defeat measures.
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TECHNOLOGY REVIEW # 25

BURIED GEOPHONE

1. Introduction: Buried geophone transducers detect the low fregueeismic
energy created in the ground by someone or somgettriossing through the detection
screen above the sensors.

2. Operating Principle: The system consists of two elements, a procemstra
series of geophone sensors. The geophone senstst deismic energy vibrations
created by running, crawling or walking in the grduabove its location. The seismic
energy is converted by the sensors to electrigalats which are sent to the processor for
evaluation. Upon reaching the processor, the kignsent through an electronic filter.
The filter screens out (ignores) all signals theg aot characteristic of an intrusion
attempt. When the characteristics of the signasfyathe processor’s alarm criteria, an
intrusion alarm is generated.

3. Applications and Considerations:

a. Applications: Geophone sensors are typically fielded with 2050
geophones per line. The geophones should be bhudegending on manufacture
directions 6 - 12 feet apart, with a recommendeubbdepth between 6 to 14 inches in
soft to compact soil and 6 inches in asphalt.s iteicommended that burial field soil be
stable and relatively compact, and the geophonesldibe installed between layers of
sand, as compact sand is very conductive of seigiinrations. Geophone sensor zones
lengths can extend up to 300 feet.

An audio “listen-in” feature can be incorporatedoi the sensor field to aid in
differentiating between nuisance alarms and vathttusion attempts. The listen-in
feature allows the operator at a monitoring statmhsten to the audible seismic signals
from the geophones. A trained operator can usul#iigrentiate between normal stimuli
and stimuli associated with intrusion attempts.

b. Conditions for Unreliable Detection: The main cause for unreliable
detection is the burial medium in which the sensoeslocated. Loose or inconsistent
soil causes the seismic energy waves to havedifidet on the geophones.

C. Causes for Nuisance Alarms:Geophones can detect very low levels of
seismic activity, and because of this sensitivitges, fences, light poles, and telephone
poles can pose major nuisance problems. All ad¢hems are anchored in the ground
and transfer seismic energy to the ground wherestdyg to high wind. Geophones



should be installed at least 30 feet from treedeg0from fences, and at a distance equal
to the height of any nearby poles. Also, largerets passing over/through the detection
zone can generate an alarm signal.

4. Typical Defeat Measures:Bridging over the sensors will bypass the system.

BURIED GEOPHONE SENSORS

GEOPHONE

PROCESOR




TECHNOLOGY REVIEW # 26

VIDEO MOTION DETECTION

1. Introduction: Video (Image) Motion Detection (VMD) sensors useosed
Circuit Television (CCTV) systems (Visual, Low Léudght, and Infrared) to provide
both an intrusion detection capability, and a mdansecurity personnel to immediately
and safely assess alarms (possible intrusions)TVC&ystems provide the added benefit
of documenting the events of an intrusion andctieracteristics of the intruder.

2. Operating Principle: Video Motion Detection sensors detect changes @ th
monitored area by comparing the “current” scend witpre-recorded “stable” scene of
the area. Video Motion Detectors monitor the vidggnal being transmitted from the
camera. When a change in the signal is receivedicating a change in the image
composition caused by some sort of movement infitld of surveillance, an alarm
signal is generated, and the intrusion scene ajisd at the monitoring station.

3. Applications and Considerations:

a. Applications: Once activated, most systems allow the secuordyitor
to manipulate the camera’s field of view, (e.g.aegé, scan, tilt and pan). Some systems
also have a “listening” , as well as a voice comitation capability as part of the Alarm
Assessment and Situation Monitoring system. Conpesitioning, lighting conditions,
and stability of cameras are all factors to be wmed, as should striking a balance
between the deterrent value of visible cameras thedsecurity/monitoring value of
concealed cameras. Both are valid applications.

The installation configuration of a CCTV systemdigectly related to the nature
of the security requirement. Examples of moniigrcapabilities include: dead zones
between two fences, outside storage lots, intewbrsarehouses (particularly at night),
approaches to “rear doors”, and vehicle/pedestiatny points, loading docks and at
guard posts where the CCTV system can be tied Durass Alarm. However, in all
circumstances care must be given to securely mihentameras, deny easy access to
them, and keep the field of view as open and utesied as possible. In all applications,
vegetation and obstacles to visual observation mestliminated or reduced to a point
where they do not detract from the utility of tlystem.

b. Conditions for Unreliable Detection: Areas that have poor lighting or
extended periods of darkness may provide conditfonsunreliable detection. Under
these conditions both Infrared or Low Level Lightreera configurations are



recommended. Low light levels, even if the onlyuree is ambient light, can be
compensated for by the use of LLLTV cameras, wdean infrared system is useful for
detecting the “heat differential” generated byirgruder.

C. Causes for Nuisance Alarms:When installing CCTV cameras, careful
consideration must be given to the placement ofcimaeras to ensure the field of view
will not be affected by: (1) natural light sourcasch as changes in the sun angle (sun
rise/sun set) or scene brightness alterations fotwud motion, wind blown objects
passing through the scene or camera vibration§2)oman-made light sources such as
vehicle headlights, traffic lights, changes in pagklot or security lights patterns. Any of
the above can generate an alarm signal, as edeletseds change in the image view.
Insects flying close to the lens of the camera aabp initiate an alarm signal and have
been interpreted as larger objects moving in tk&l fof coverage, however, a trained
operator can detect this on the monitor.

4. Typical Defeat Measures:An intruder aware of the system may be able tocavoi
detection by moving around the field of view. Rbris reason it is recommended that
some of the cameras be placed as covertly as pmsaitd networked to one or more
other sensors which can also act as a triggerifigooising mechanism.



TECHNOLOGY REVIEW # 27
RADAR

1. Introduction: Radar (RAdio Detection And Ranging) is an activesse that has
undergone substantial refinement and enhancemece $is first operational use as a
detection sensor in the early 1940s. Radar useshigh frequency radio waves to detect
intrusion of a monitored area.

2. Operating Principle: Radar sensors transmit a signal from an energyceaar
the ultrahigh frequency range of 100 MHz to 1 GHEhe Radar signal "bounces" off
objects in the detection zone, and the reflectgdasiis then analyzed by a processor to
determine the relative size, azimuth and distaridde object. The information is then
converted to symbology and displayed as part oingagrated presentation on a local
CRT (Cathode Ray Tube).

3. Sensor Types/Configurations There are two basic types of radar sensors:
monostatic sensors, which have the transmitter r@cdiver encased within a single
housing unit, and bistatic sensors, in which tlamdmitter and receiver(s) are separate
units creating a detection zone between/among them.

a. Monostatic Units: In monostatic devices the transmitter and receaver
contained within one unit, referred to as a transce Typically, detection for intrusion
is achieved by the radar transceiver rotating [mmeaset "sweep" pattern. During rotation
the transceiver transmits high frequency energysqayl forming/scanning a detection
zone. A signal processor, located within the traiver, is programmed to recognize
reflected energy from the normal environmental @umdings, thus not signaling an
alarm. However, when a moving or foreign / newegbjs detected within the zone, a
Doppler shift in the reflected energy is createdlhen the magnitude of the reflected
energy surpasses the processors criteria, an algnal is generated.

b. Bistatic Units: The transmitter and receiver(s) for bistatic medwee
separate units. The detection zone is createdeeetvthe units. The transmitter is
typically transmitting in a designated "sweep" eatf with receivers at several locations
designed to maximize the potential for detectidme Transmitter generates a field of high
frequency energy, which "bounces/reflects" off &ign" objects and is detected by one or
more receivers. When the resulting signals satisfydetection criteria, an alarm signal is
generated.

4. Applications and Considerations:

a. Applications: Radar sensors are used primarily to monitor extareas,
although in some situations Radar sensors can & tos monitor large interior open



areas. In both situations, the ground should Esamably level and the perimeter
boundaries straight. If portions of the perimetex hilly or have crooked boundaries, the
radar unit may be elevated to provide a better dihsight/view, or radar sensors can be
used to monitor the straight and level sectionghef perimeter, while other types of
detectors (e.g. In-ground sensors, video motioeatiein) can be used to monitor the
remaining sections. The use of a companion systmh as video image motion
detection not only provides a second line of defefit it provides security personnel
with an additional tool to assess alarms and drgnate actual/potential penetrations
from false alarms or nuisance events.

NOTE: Radar sensors can also be very useful iactiey plane or helicopter-borne
intrusion attempts, which would otherwise bypassugd-oriented, perimeter sensors
(e.g., fences and in-ground).

b. Conditions for Unreliable Detection: "Dead zones" created by large
objects, buildings or hill masses/depressions caovigle safe havens for intruders,
allowing them to avoid the radar field. In additjextreme weather conditions, such as
rain/snow storms can decrease detection potential.

C. Causes for Nuisance Alarms: Nuisance alarms can be generated by
detection of foreign objects outside the proteetexh or by the random reflection of radar
energy.

5. Typical Defeat MeasuresUneven terrain may create enough "hidden pockets"”,
allowing the intruder to be undetected by usindoavdow approach pattern through the
protected volume.



TECHNOLOGY REVIEW # 28
ACOUSTIC DETECTION (AIR TURBULENCE)

1. Introduction: Acoustic air turbulence sensors detect low fregiesncreated by
helicopters that are in their final landing phaseabclose range (1 to 2 miles). This
sensor can be very useful in detecting helicoptend intrusion attempts, which would
otherwise bypass normal perimeter sensors (fenténaground).

2. Operating Principle: Acoustic air turbulence sensors "listen" for basiund
pressure waves generated by helicopter rotor hladElse helicopter has four main
acoustic sources for producing these waves: 1) danhwash, caused by the energy that
is required by the rotor blades to keep airbornegl@de slap, which originates from the
forward traveling blade as it penetrates the trgitip vertex remaining from the previous
blade passage; 3) tail rotor, which is directlyargel to the main rotor that generates
harmonically-related frequencies, and 4) enginesajowhich is not usually muffled
because of the power needed for rapid changegyt flerformance. With these acoustic
sources the approaching helicopter will producguesncies within a range of 20 - 40 Hz,
depending on the model. Once frequencies are tddtethe acoustic air turbulence
sensor sends the signal to a processor that fittetsfrequencies not associated with
helicopter flight. If the signal passes through ttarrow acoustic band filter of 20 - 40
Hz, an alarm signal is generated.

3. Applications and Considerations:

a. Applications: Under test conditions some helicopters, includiogns of
the quietest, such as the Hughes 500C, Bell 471,26, and the Jet Ranger, have been
detected at distances up to 500 feet. Howeveintweased probability and reliability of
detection, detector sensitivity is typically set & range of 300 feet. Detection zones
should overlap to insure all approach/segmenthefprotected area are covered by at
least one sensor. The sensors should be locateg fama any vehicular/road traffic
and/or railroad right of ways to minimize potentialerference from any pressure/wind
turbulence generated by high speed truck or trasmement. There is no restriction on
the distance of sensors from the main control w@wstjong as system communication is
properly designed. Therefore, the protected aaediterally extend for miles.

b. Conditions for Unreliable Detection: Sensitivity settings set too low to
compensate for vehicular traffic. Also, impropeasing of the sensors, allowing some
areas not to be covered by the detection pattern.

C. Major Causes for Nuisance Alarms: Wind generating a broad band
noise causes the most difficulty for the acoustidwbulence sensor. Also turbulence
generated at a distance and conveyed via pres&ue pvopagation can be interpreted as



broad band rumbling if they impact the pressuresié®e transducer of the sensor.
Turbulence created by wind viscosity and the roegkrof the terrain can also generate
conditions for nuisance alarms

4. Typical Defeat Measures: The system will not detect air borne assault oepth
methods, such as glider, parachute, or ultralight.
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LOGISTICS / MUNITIONS STORAGE COMPLEX

®

NOTE: The Acoustic Screen can be extended anfigtwad to conform to the surrounding
topography and potential approaching corridorseine increasing the "early warning" and
positional location/axis of the intruding aircratft.



SECTION THREE

VENDOR SENSOR DATA

Due to the reduced size of this Mini-version of Hendbook the compendium of Vendor
Information sheets contained in the CD version hatebeen included in this hardcopy
version.



SECTION FOUR
VENDOR IDENTIFICATION DATA
This section contains a list of the vendors wh@oesled to the Commerce Business Daily

(CBD) request for information, and a cross-refeeghi®atrix of the responding Vendors and the
associated Sensor Technologies.
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